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3 supported merchant web sile and desires to purchase merchandise and/or services from thal merchani, the wallet automatically fills
out the merchant’s check-out web page(s), thereby simplifying on-line shopping and particularly, the check-out process.
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METHOD AND SYSTEM OF FACILITATING ON-LINE SHOPP]NG US]NG AN
INTERNET BROWSER -

CROSS-REFERENCE TO RELATED APPLICATION

[001] This application is a Continuation-In-Part of United States Patent Application

Serial No. 09/429,585, filed on October 28, i.999, currently pending.

FIELD OF THE INVENTION

[002] The present invention is directed to a method and system of facilitating on-line

shopping using an Internet browser.

BACKGROUND OF THE INVENTION

[003] " When accessirig the Internet (i'.ef,: the_ worldwide web, the web, etc.), an Internet
user typically launches or activates, via a computer, a browser software pl;ogram such és, for

. example, Neiscape Navigator™ or Microsoft Internet Explorer™. The browser program (also
referred 10 hereiﬁ asa browser) establishes a physical link to the Internet (via amodem and an
Internet Service Pi'ovider (ISP), for example) and also proVides a textual aﬁd graphical user
interface, i.e., a brbwser interface, having a predetermined look and functionaliiy, neither of
which can currently be significantly changed by the ]ntéme’t user. Thus, the bréwser interface
remains relatively static a§ the Intémet user navigales the Imemét, moving from web site to web
site, application to apblication, or HTML (Hyper-text Mark-up Language) page to HTML page.
[004] | Limited control of the browser interface is currently available via an executable
software program that may, for example, add functional buttons to the browser interface.

However, the additional functionality is added to the browser interface when the browser is
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initially activated and remains static thereafter. Thus, it is not possible for a browser displaying a
browser imerf'ace modified as just-described to dynamically download iﬁformatiou from an
Internet site and customize itself, either when the browser is initiated or as the users navigates
the Internet. Such a modified browser interface also does not provide access to the various
5ro§vsér Application Programmiﬁg Interfaces (APIs) for Plug-ins and interféces. Itis thus
desxrable to prowde a method for modifying a browser interface, and to provide a browser
interface, that overcomes the above-described shoncommgs of the prior art.
[005] | The Aproliferation of Internet sites makes it increasingly difﬁcult for content
providers (i.e., owners of Internet sites) tomaximizs the time an. Internet user spends at a
pamcular Internet site. It i is, of course, desirable for a content provider to be able to maximize
the time an Internet user spends at that prov1der s Internet site, or to ensure that an Internet user
returns to the content provider’s site; this being generally referred to in _lhe'an as stickiness.
| Many business models for companies providing lnfemet sites ére based, at least in part, on
revenue deriVed from advertising. ‘The more likely a user is to remain at br fetum to an Internet
site, the msre likely that user is to see ads displayed at that s‘ite.» Consequéntly, tﬁe compahy
providing that Internet site may be able to charge more for ads on its weB pages.
[006] | It is also desirable to maximize the nsmbér of ]ﬁtémet users accessing a content
provider’s site. Briefly stated, an Internet content provider wants to attract a maximum number
of Internet users 1o that provider’s lnterpet site, and to 'méximize the amount of time those
Internet users remain at that site; neither of which is possible using current Internet br'owsers.'_-
[007] "‘Of the many benefits of the Internet, on-line shopping provides distinct

édvantages over traditional shopping. Obviously, the ability to easily visit a multitude of
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merchant web sites, b'rowse their respective merchéndise, compare pr_ices,Aand place ord.ers, from.
home or office and in a relatively short period of time, saves the on-line shdpper time and
xﬁbney. In addition, shoppers -who may find it difficult to visit a number of stores (due to -
- weather, lack of proximétely located stores, or for whatever reason), now have an almost
unlimited numbér of Stores and merchandise available at their fingertips.
[008] The on-line shobping experience is relativelyAquick. A shopper may navigate
-ffom merchant-site 10 merchant-site, browse merchandise, and select and place items in aﬁ
electronic shopping ;:ar_l, all with a few mouse c]ickﬁ. However, the check-out process reméins
" relatively time cbnsumirig and labor jﬁterjsive. Once a shopper has finished sh&pping, the check-
out process lﬁai' be initiated by seleéting a “Chéck Out” option on the merchant’s web site. The
shopper 1s then typicaliy requi‘red to fill in various personal data, including némé, billing and
shipping address, credit card number, etc. The sﬁopper has to r.epeated]y provide that -
. information 10 Each merchant to complete an on-line shopping transaction, which increases the
| likelihood of gfrof (by the shqpper in providiﬁg the ihformation) and slows the on-line shopping

process.

SUMMARY OF THE INVENTION

[009] . The present invention is directed to a method of dynamically conirolling an
Iﬁ'temet browser in;erface and to a‘dynarAnical]y controllable browser interface.. Inan
émbbdimem of the present invention, a shopping assislanf button and ghopping assistant
functionality is added to the browser iﬁterface and available to a user (e.g., an on-line shopper) to

provide a faster and more accurate on-line shopping process.
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[6010] The present invention is also directed to a method of i mcreasmg the number of -
times an lnlemet user accesses a predetermmed Internet site, and toa method of increasing the
amount of time an Internet user spends at a predetermined Internet site.

[0011] As used herein, the term controlling and controllable refer to, by way of non-
- :lAin_ri-tin'g example, adding to, remdving from, and modifying an Internet browser interface. An
Internet browser interface, as referred to herein, means the viéual or eural presentation presented
to a browserr user, and viar which a user interacts with the browser. The term customize (end
variations thereof) ruay also be used herein to describe the c’on_tro]lability r)rovided in accordance
: with the present inventidn. As used herein, the term dynamically controlling (and \'aﬁatidus
thereof) refers to a method by which a part of an Intemet browser interface (1 €., an interface
ob_]ect) may be dlsplayed and periodically changed or updated while a browser displaying the
interface Ob_]CCl is acuvated
.A[0012] A browser as used herein, is given 1rs general, ar1 recognized meamng, and
‘generally refers to a software program that provrdes an mterface to the World Wide Web or -
Internet. The browser enables an Internet user to navigate the Internet and establish a connection
1o various Internet sites and view the web page(s) provided at the various ]mernet sites by
content providers. A browser is specifically capable of cal]ir;g' an ActiveX control or Plug-in via
an Internet site. The browser also enables an Internet user to navigate between and among
- lnlemefsites, i.e., to surf the web. The browser provides 5 browser interface to the Intemer user
that is formatted by the provider of the browser software program. The browser interface _
typically defines the layout (e.g., color, size, number and location) and functionalily. provided by

the browser to the Internet user. The browser interface may comprise a first parent window that
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typical'ly defines the general size, color, and Iayout‘of the browser interface andinclirdes’window
control buttons (e.g., minimize, ciose,'etc.). The browser interface may al.so' comprise a second-
parent window (a child to the first parent window), and one or more Windo»r/s-dependent from
the second parent (e, cbildren). The second parent and its dependent windows may provide,
for example, var‘ious information (e.g., advertisements, coupons, news, HTML links, etc.) and
functionality (i.e., toolbars, pull‘-down menus, Plug-ins, applrcations, etc.) to the Internet user.
[0013] | An AcuveX control, as used herein, refers to a tool for linking desktop |
applications for the Intemet and is based on art recogmzed Microsoft- developed specrﬂcanons
: A Plug-in, as used herein, refers to a type of program developed for use with Nelscape browsers
| and that rntegrates with a larger apphcauon (e.g_., a browser software program) to add a specific -
functionahty. or capabiiiry to that larger program. An ActiveX control and a l.-’lu-g-‘in as described
above and as refer_red to herein may be used witb any Internet browser'. |
~[0014] ' As used herein, the term Internet site refers to a location (i.e., node) on the
| Internet deﬁned by an Intermet address or URL (unifon'n‘or universal resource locator). As used
herein, the term Internet web page refers to a collection of hypertext markup language (HTML)
commands provrded at an inlemet site and that provide fonnanmg mformatron for the text,
graphrcs and functlonalrty to create a hypenext document that may be drsplayed on an Internet
user’'s computer dlsplay via a browser. For example, an Internet user enters a URL to establisha®
eonnection to an Internet site, and that Internet site provides HTML commands to the user’s
browser to enable display of that Internet site’s web page onthe user’s computer display. The
browser interprets hypertext markup language (HTML) oommands embedded in a‘web page and

uses the HTML commands to format the text and graphics for that web page.
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[001 5] The present inveﬁtion provides advantages to an Internet user, an Internet content
provider, and io an Internet Service Provider (lSPj. For an Internet user, -the present in;'entién
prévides a method of dynamically controlling or customizing that usér’s Internet browser
inierface. The Internet user may now customize the browser interface so that each time the user
accesses the Intémet using a broWser, user-defined information and/or fupctionality (also
cél]ectively refefred to herein és .informalion) will be displayéd with ihe browser interface. For
example, th? usér may include bookmarks, address and phone books, personal financial .
information, i)ersonélized news,'an'd various functionality such as is'availél-)le.via AgtiveX-
'- control a-nvalug-i.ns. |
[0016] | In addition, if an Internet user has an account with a content provider, that user’s
épepiﬁc account information (e.g., ihve_stmenl portfolio, news headlines, bookrﬁarks, address
book, etc_.) rﬁay now be dynamically d:isplayed with the browsér interface by the browser.
“ Currently, an Internet user can only access that user’s specific éccount ihfo_rmatic-)n while
connected tovthe content provider’s Internet site. The user must return to ihé content brovider’s
site to receive updated account information. The account information is not displayed with the
browser interface once user leaves that Intérriel site. The presént inventidn provides a method of
dynam_ically controlling and a dynamically controllable brows’érimerface that enables an Internet
user to display with the browser interface and continuously update information and/or
functiohality specific to that user.
[0017] For a content provider, the present invention ensures that an Intemet user (via a.
browser) automatically establishes a connection to that content provjder’s Internet gite every lime

that user accesses the Internet using a browser. Thus, as soon as an Internet user causes a
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browser to execute (by selecting}a browser icon, for example), the browger autdmalically
establishes a connection to the content provider’s Internet site to load thaf user;s custoﬁmi.zed
Bro\vser interface information. The present invention may also periddically‘ and automatically
cause the user’s browser to connect to the contént provider’s Internet site while the browser is
active, i.e. whilé the user surfs the w;:b. In one embodiment, the content provider may provide
an Internet user with access to a program for controlling the browser interface. Once the Internet
uSer has accessed that controlling program to customize that user’s browser interfacg, a |
connection to‘ that content providér may be automatically established by lﬁat user’s browser
every time that user accesses the 1nte_fnet.‘ Thus, andbin contrast to currently ayailable brdwsers
» \;vhich establish a connection to én lhtemet site:only when the user enters a URL (or otherwise
positively acts to causé a connection to be established such as, for example, by sélecting a link or
banner advertisement), the present invemibn autémétically establishes_ a connection to the |
content providér when the browser is initiated, independent of any horhe web page selection pre-
- programmed »irito' the browser, whether by thé Internet user or browser vendor. Once that initial
connection is establisﬁed, the comeni provider may léad user-§peciﬁc information and/or
functionality -to‘the Internet user’s coﬁqpﬁtcr for display with that user’s browser interface.
[0018] . In addition, the content provider can also periodically cause the browser to
automatically reconnect to that content brovider’s Internet site to update, dowﬁload new, or
bthémise communicate information and/or functionality for the Imérﬁet user’s browser
interface. For example, if an Imemet'user subscribes to an email service of the content provider,
email mes‘sages for that Internet user received by the content provide may be automatically‘

communicated to the Internet user even though the user is “surfing” elsewhere. When the user’s
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browser initially establishes é cénnection to the content provider’s Internet site upon elxec'utionA 4
of that user’s browser, the informati‘oh communicated by the content 'prq\'/ider to the Internet user
includes instructions for the browser to periodically reconnect to the content provider’s Internet
sife. Thus, regard]ess' of the number of Internet sites the user accesses; and regardless of the
particular Internet site currently accessed by a user, a connectién back lovtAhe content provider’s
Irﬁemet site will.be automaticaAlly established at intervals determined by the content provider;
those reconnections being transparent to the Intemet user except-when the user receives é |
notification f;om the: content prdvider (i.e., new mail has arrived). Thus, t.he browser interface
: may be dynamically coritroll’ed as the Internet user surfs the web. For an']SP,_the_beneﬁts are at
least as great és for a content prov‘ider.
tOO] 9] - Initially, the browser interface for an Internet user must be cuélomized using a
software prdgram_that may Be provided by the coﬁtent provide_; or ISP,-_or- that may be available
-‘ on the user’s cofnpﬁter_. ATheisoftware program, referred to heréinafter as a controlling program |
or a'program.for controlling (and otﬁer variations thereqf), changes the ménﬁer_in which the
user’s browser functiohs. More specifically, the controlling program downloads 6r creates-a
library file On_ihe Internet user’s computer. The library file may be, for éxample, a Dynamic
| Link Library (DLL) (for a Windows operating system) that creates a shell (or plurality of shells)
within the browser a_nd within which various information and/or functionality may be loaded as
an ActiQeX control or i’lug-in; The library file includg’s AcliveX control or Plug-in functionality
that defines an interface object added 1o the browser interface in accordance with the present
invéntion. When an Internet user launches or activates a browser, the library file is‘ épened and

the ActiveX control or Plug-in code contained within that file is made available to the browsevr
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and incorporated into the browser interface, Iims causing the interface object to-be displayed with
the browser interface. The library file, and consequently, the shell (or shéllé), remain §pen as
lbng as the browser 1s aclivated, generally as long as the user is surﬁhg the web. Thus, the
~ information and/or fuhciionality for customizing the browser interface and loaded in the shell
remain active.e\l/en asAlhe user moves from Int_emet site 10 Internet site. When used in this
context herein, the terms information and functionality refer to any information, data, and/or
sbftware-dfiven'functionélity that can be contained in or part of the library file.
[0020] | The l;brary file also causes the browser to establish a"connéction to the content
provider’s Internet site when the browser is initial'ly éclivated by the user. The .cvon.tem |
| provider’s Intéfnet site will load‘informatioVn ah_d/or' functiqnality for the interface object to the
user’s computer for use in the browser and for display in the browser interfac:e.. The information
and/or functionali.ty loaded by the content brovicier may be specific to an Internet user if, for-
~ example, that Qser has an account with the content provider. Aliematively, the content provider
| may Joad ger‘erral'informalion‘ and/or functioﬁality if, for example, the Internet user does not have
an account \;'ith the coﬁlenl providerr(i.e.,v is a guest).
[0021] The present invention -uses an object linking and embedding (OLE) in-process
server to control the information and/or functionality of a browser interface. Using an ActiveX
control or a browser Plug-in (each beiné referred to herein as a browser inté_rface overlay (BIO)
Library) contained in a library file, virtually any information and/or-functionality available with
an ActiveX control or Plug-in may be-added to a browser interface using the pfesent invention.
The library file (via the B10 Libr_ary) thus includes the code required to customize, i.e., add,

remove and/or modify, the browser interface.
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[0022] Once an lmerﬁet Auser has accessed the controlling program and cust.om'ized the
operation of t_ﬁat user’s broWser, the customized bfowser interface is 'dispiayed when tﬁe browser
is activated. In contrast 10 pridr art browser modification methods, the present invention’
pfovides a method a.nd browser interface that may be dynamically controlled. Updated or -
changéd inforjnétiori and/or funcfionélity may be communicated to the browser and displayed in 'I
tﬁe browsé} intexfface as the lntérﬂet user surfs the web and while maintaining the customized
informatioﬁ and/or functibnality of the browser interface. Thus, an Intemet user may
automatically. reéeiv;: up-to-date'information such as, for example, stock dﬁotes, email, new
.‘ headlineé, at that user’s-brOWSe_r interface; at any Inte;met site and as long as the user is surfing
Itfle web usi’ng- the browser.
t0023] - -The present invention also provides a method and system of fécilitating on-line
shopping by‘ modifying a b?owser imefface to prdvide a shoppi_hg assistani button and -
| functionality. The n-lo_di.ﬁed browser interface provided in acco}dance with this embodiment of
the present invention simpliﬁesoﬁ-line shopping by creating a wallet for each shopper or user.
The wallet is stored in a database on a secure server and may be accessed, used, o.r modified only
by thévu'ser'and only in connection wifh a user-provided securiiy key-. Thé wallet contains user-
suppli'e_d information that may be directly ported to a supponea merchant check-o;n web page.
Thus, when a user is shbpping on-line at a supported merchant’s web site, and desired to |
phrchasé certain merchandise and/or services from that‘m-erchant, the present invention provides
the user with access to his/her wallet and facilitates porting of the data contained in the wallet to

quickly and effortlessly fill out the merchant’s order forms provided at the merchant’s check-out

web pages.



WO 03/038554 C _ PCT/US02/34509

11
[0024] Other objects and features of the present invention will become épparent'frqm the
following detailed description, ;onsidered in ;onjunction with the accoméanying dra»;/ing |
ﬁgures. Itis to be understood-, however, that the drawings are desighed solély for the purpose of
illustration and not asa -défmition of the limits of »the invention, for which reference should be

made to the appended claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0025] - In lhé drawing figures, which are me-rely illustrative, and _\?herein like reference

. characters denote similar elements th}oughout the se;'eral views: |

‘ t0026] " FIG. 1 depicts a view of a prior:art Internet browser interface;

[0027] FI1G. 2 depictsa view of an Internet browser interface includiﬁg an interface
object in.the browser toolbar in accordance wilhian embodiment of the present inveﬁtion;

[0028] FIG. 3 depicts a view of an Internet browser interface Having an irﬁerface toélbar
- including imgrface object in accordance with an embodirﬁentvof the present invention; |
[0029] | FIG. 4‘ dep:icts'a view of an Internet browser imerface having an interface toolbar |
‘including. a élurality of interface objécts m accordance with an embodiment of the present

~ invention; |

| [0030] FIG. 5is a flow diégrarﬁ of a method of controlling an Imer'ne‘l browser interface
.in éccordance with the present invention; | |

[0031] FIGS. 6-9 are a flow diagrams of a method of controlling and displaying an
Internet browser interface in accordance with various embodiments of the present-inv_entior;;
[0032] FIG.10isa schematic _block diagram of a coﬁmputer connected to the Internet and

upon which the present invention may be implemented,;
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[0033] FIG. 11 isan exeﬁap]ary screen shot of an Intenet browser interface having a
shopping assistant buﬁon in éccordahc’e with an embodiment of the pkesgnt invention; |
[0034] FIG. 12 is an exemplary screen shot of a wallet set-up web pa.ge in accordance
\yith an embodiment 61' thé present invention;
[0035]> ,»FIG. 13isan éxerﬁplary screen shot of a wallet data entry web pagé in accordance |
Qith anvembodiment of the present invention; |
[0036] ' FIG. 14 is an-exemplary screen shot of a wallet summary web page in accbrdanée
with an embodiment: of ;he presént invention; |
- [0037] | FIG. 15 is an exemplary screen shot of -‘a security key window in accordance with
an embodimeht of the present invéntion; |
[0038] * FIG. 16 is an exemplary screen shot of a wallet information Qindow in
" accordance with an embodiment of thé present in\"emion; and ‘- '
, [0039] f]G. .1 7 is an exemplary screen shot of supporied merchant check-out web page in

accordance with an embodiment of the present invention.

DETAILED DESCRIPTION OF THE PRESENTLY PREFERRED
EMBODIMENTS  ~

[0040) The present invention is directed toa method of c.omrolling. and disf)laying an
Internet browser inle’rface, and to a controllable lnteme_t browser interface. In accordance with
the present invention, a browser interface may be customized using a controlling software
program that méy be provided by an Intemnet content provider, an ISP, or that may réside on an

Internet user’s computer. The controlling software program enables the Internet user, the content
p g p ! ,
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provider, of the ISP 1o customizé and control the information and/or functionality of a uéer’s
browser and browser interface.
[0041] The present in\;ention also provides a method and system Qf facilitating on-line
~ shopping by mo_difyiﬁg ;a browser interface 10 pfoyide a shopping assistant button and
funclic'mality.-. The médiﬁed browser interface provided in accordance wi(thv this embodiment of -'
the present invention simplifies on-line shopping by creating a wallet for each shopper or user.
The wallet is stored in a database on a secure server and may be accessed, used, or modified only
by the user and only. in connection with a user~provided security key}. The wallet contains ﬁser-
s_upplied information that may be directly ported t.o a supported merchant check-out web page.
‘Thus, when a'.user is shopping on-liﬁe ata supb_orted merchant’s web site, and desired to
purchase certain me‘rchand_ise’and/or services from that mercham,fhe present invention provides
 the user with access to his/her wallet and fécilitates porting of t.he data ;ohtained in the wallet 1o
. quickly and effonlessly fill out the merchant’s order forms provided at the merchant’s check-out
web pages. |
[0042] _ Referriﬁg now to the drawi‘ngs-in detail, F1G. 10 is a block diagram ofa con%puter'
50 connected to the Internet 90 and upon which the present in&ention may be implemented.
~Computer 50 includes an internal bus 64 that facilitatesfommunication of information (i.e.,
digital data) between and émong the various deﬁces of the computer 50 and that also facilitates
commﬁnication betwve.en the computer and external devices and sysiems via a communication
interface 68. A processor 66 coupled to the bus 64 process information within the{ computer 50.
The computer 50 also includes a main memory 60 such as, for example; Random Access

Memory (RAM) or other equivalent dynamic memory storage device, coupled to bus 64 for
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receiving and storing instructioﬁs communicated from the processor 66. Main me-mor,v‘6‘0 may -
also be used fo lempbrarily étore va'riable or other intermediate infoﬁna;{on while the processor -
.66 executes instructions. Read-Only-Memory (ROM) 62 is also coup]ed to the bus 64 for storing
st.atic data and instructions for use by the processor 66. Various input and output devices are
.provided as p_aﬁ of the computer-SO, including, by way of non-limiting example, a display 54
(e.g., cathdde_ ray tube (CRT), 'quuid crystal display (LCD), etc.), an input device 56 such as a
kéyboard, and a cursor control device 58 such as a mouse, or trackball, for example. A data
storage de'viée 52 51:1ch as, for e*ample, a magnetic disk drive and rhagnet‘ic.: disk, a CD-ROM
: drive and CD-ROM, or other equivalent devices and data storage_mediums, is coupled to tﬁe’ bus
64 for comrh'ﬁnicat‘ion with the pfocessor 66, méin'memory 60, and communication interface 68.
The storage device 52 preferably has an operating system 70 and an lnlemetA browser software
program_72>(i.e., a browser) stored théreon. As Qill be discusged in grgaief detail below, a
: library file 74 rﬁa'y..also be stored on the da-ta storage device 52;
(0043] | The computer 50 may connect to the »lmgmet 90 via the comfnunication interface
68 over a transmission media including, but not limited to, éoaxial cable, éopper vwires, ana ﬁber
optical cables. Communication between the computer 50 and-the Internet 90 may also be via a
wireléss or cellular interface. The communication interface 68 facilitates two-way
communication between the éompﬁter 50 and another electronic device or system, e.g., a server
compuier (not shown) provided by a content provider 100, 200.
[0044] An Internet user (not shown) using the computer 50 may gain access to the
lntémet 90 by causing the browser 72 to execute, thereby opening a_communicatioﬁ link between

the communication interface 68 of the computer 50 and an Internet site 130 of a content provider
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100, via an Internet Service Prm-/ider (ISP) 80. The browser 72 provides, to the conip'utér display
54, a browser imerface 20 (Seg, e.g., FIG. 1) having a layout (e.g., color, size, number, location)
and functionality of windows Z";O that is predetermined in the browsef 72 by the browser vendor.
~ Internet content is comn-m'nicated by»the content provider 100 to the computer 50 for display in a
.content window- 32 of the browser interface 20.

[0045] In accordgnce -\J;fith an'embodiment of the present invention, a first Intemet
‘c;)ntenl provider 100 may provide an Internet user with access 10 a program 120 for comfol]ing
the browser 72 and l:)rowser interface 20. When exe.cuted by the use:r, the controlling progrém -
120 downloads or creates a library file 74 such as; for example, a Dynamic Link Library (DLL),
on the data stbrage device 52 of the imemet usér’s computer 50. The library file 74 preferably A
includes ActiveX control or Plug-in funclionality. Thereaﬁer, when the Imel-fnel user accesses
 the Internet using the browser 72, the bro“;ser 72 opens the Iibl;ary file 74 and preferably
. automatically e;slablishes a connection 1o the content prov_ider’s. Inlemét site 130. The content
provider, in resbdnse to thg c_oﬁneclion established by the browser 72, loads information and/or
functional da_ta into a shell operating.within the browser and created by the library file 74. For
_ é#ample, if the user has an account with the content provider 100, customized information and/or
functionality may be loaded imo the library file 74. If the user does not have aﬁ account, more
generalized (i.e., guest) informatidn and/or funciionality may be_loaded.

[0046] In accdrdance with the various embodiments of the bresem invention, as
described in more detail herein, data may be communicated between computers (e.g., between a

server and a user or client computer). The present invention contemplates that such data



WO 03/038554 ‘ ‘ . - PCT/US02/34509

16

communication (or transmission/-reception, downloéd/upload, et¢.) may be carried 6(1( in.any
manner using any-medium, u-sing any now knoyvn or hereafter develqped medium or method.
t0047] The library file 74 essentially opens a shell (or a pluraiity Qf shells) within -the_'
by«é)\{u'ser 72 that comai-ns'the ActiveX control or Plug-in code that may .control, i.e., add, remove,
and/or Amodify},' the Internet browsér 72 and the browser interface 20. When loaded with the
AbctiveX cohtrol or Plu'g-in, the library file 74 preferably contains functions, objects, data, and
other sofrware_:, referred to generally herein as information, that may be used to control thé
browser 74 and brovx-/ser interfacé 20. The present inA\‘IentionAensuresAthat the library file 74 (and
.' shell) does not close when the Internet user moves from Internet site 130 1o Internet site 230.
Thus, the infoﬁnatic‘)n' énd/or funciionality proviided'via the ActiveX control or Plug-in is not lost
when the Internet user disconnects from the Internet site that loaded the Activ'¢X ;:ontrol or Plug-
in, and connects to another Internet silé. |

[0048] Refeﬁing_ next to FIG. 1, a prior art Internet browser interface 20 having a
plurélity of QindoWs, each providing various functionality to the Internet usér, is there depicted.
The browsér‘ interfa;:e 20 may comprise a first parent windo'w 30 that typiéally deﬁnes the .‘
general size, eolor,.and layout of the browéer interface and inciudes window control buttons 28
(e.g., fninimize, close, etc.) for that window 30. The browser interface 20 may also comprisf: a
second parent window 36 (a child to the first parent window) within the first parent window 30,
and oné or n;ore child windows 38 dependent from the ‘selcohd parent. The second parent
window 36 and child windows 38 typically define information and/or functionality that will

assist an Internet user when accessing and navigating the Internet. For example, the second
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parent 36 and its dependent windows 38 may provide toolbars, puli-down meﬁus, Plug-ins,
applications, etc. | |
[0049] 'For example, three windows 38 provided at the top (in the d.rawing) of the .
interface 20 deﬁne three toolbars 22, which may include a variety of interface controls 24 such
as, for example, pu]l-down menus, f'uncl.ionalAbuttons (e.é., stop, back, forward, home, etc.), and B
a combination of functional buﬁons and windows (e.g., a séarch button and window). The
ﬁppennoét ioolbar 22 prbvides a plurality of pﬁll-down menus 24; the middle toolbar 22 -provides.
a plurality of functioﬁal bﬁnons 24; and the lowermost toolbar 22 pfbvidés a pull-down ménu

and a window 26 (a URL address window). A content window 32 is also provided as part of the

" interface 20 within which content from an Imefnet content provider 100 (see, e.g., FIG. 10) may

be displayed. The Internet user may toggle any of the lower three (in the drawing) toolbars 22
on and off using a View toolbar-object 24 (pull-down menu) provided_ in the second toolbar 22.

However, the Internet user currently may not add, remove, or otherwise modify the browser

interface 20.

[0050] i An lnl-emef browser 20 configured in accordan_ce with various embodime.nts 6f
the preseht iﬂyemion is depicted in FiGS; 2-4. In FIG. 2, the browser interface 20 includes an
interface object 40 that is defmed‘by the ActiveX control or Plué-in loaded in the library file 74
by the content provider 100. The interféce object 40 comprises a pull-doWﬁ_ rﬁenu 44 and is |
displayéd in the browser toolbar 22 with the inierface controls (i.e., browser toolbar objects) 24
provided by the browser 72. In FIG. 3, an interface object 40 comprises an interface object
toolbar 42 and a pull-down menu 44 displayed as a separate window 48. within thé b,rowser.

interface 20. In FIG. 4, an interface object 40 comprises an 'int'erface toolbar 42 including a
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plurality of pull-down menus 44 and a search window 46 displayed within a separate 48 thhin :
the browser iﬁterface 20. An interface object 40, in accordance with the ;Iarious embod'imen.ts of
the present invention, may eoniprise virtually aﬁy type of infoemalioh and/or functionality
available via a browser. Thus, by way of non-limiting example, an interface object 40 may
eon;npfise a pu_ll;dOWn menu, a t_oélbar and a pull-down menu, textual information (e.g.,
advertisements, coupons, etc.),- textual and/or aural information (e.g., a textual advertisement
with accoﬁpanying sound), textual, aural, and/or graphical (animated or not) informatioﬁ,.videb,
video and au;iio, ‘auaio, etc. |
| {0051] The varieus embodiments of the inveﬂtive Internet browser interface 20 debicted
by FIGS. 2-4 are merely illustrative, non-limiting examples of the present invention. Variations
io the depicted browser interfaces 20 may be possible in accordance with the teachings provided
herein. | |
-i [0052] Refehing hext to FIG. 5, a method o.f controlling an Intemet bro»\;ser interface 26
is there depieted in accordance with an embodiment of the present inventien; apd designated
generally as 500. At step 510, an Internet user accesses a controlling program 120 via an
Internet web site 130, an ISP 80, or the user’s computer 50. The conlrollmg program 120, when
executed by an Internet user, provides that user with the ablhty to thereafter comrol that user’s
Internet browser interface 20, as discussed in more detail below. The controlling program 120,
at step 520, downloads or creates a library file 74 on the Internet user’s computer 50 that
includes ActiveX control or Plug-in code that define an interface object. Each time the Internet
user launches or activates the browser 72, the library file 74 is opened and a conneetion is |

automatically established to a predetermined Internet web site 110, one that is preferabiy
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configured to communicate to thé Internet user’s computer 50, ActiveX controil or Plug-in code

for the interface object, as indicated at.steps 530 and 540. The open libra;'y file 74 eséentially :

i)rovides a shell within the brbwser 70 within which the functionalily provi‘ded by the ActiveX

control or Plug-in may be added to the browsei‘inlerfacé 20. Neither the library file 74 nor the

_shell close untii -lhe browser 72 is closed. At step 550, an interface object 40 is created that will |
be displayed in the browser inlérface 20; the information aﬁd/or functionality of the interface

. bbject 40 is' defined by the ActiveX control or Plug-in. In accordance with the various
embodiments of the :pr.esent inve;uion, the imerfacelobject 40 remains digplayed by the broWser:

~ 72 with the browser interface 20, as indicated at Step 560, for as long as the user continués to surf
the web, i.e., as long as the browser' 72 is activfated. ' Thus,_ the functionality added to the browser
72 and browser intefféce 20 in accordance with the present invention is not l&st as the Internet
user surfs the web. .‘ |
[0053] ' 'The presenl invention provides various embodiments fér controlling the browser

- 72 and brow_ser interface 20,_d'escribed generally abbye with reference to FIG. 5, each of which
will now be described in aetail.

'[0054] Referring next to FIG. 6 and with continued reference to FIG. 10,a description of
an embodiment of a method of controlling and displayi'ng a bro;vser 72 and browser interface 20
in accordance with the pre;eﬁt invention, designated generally as 600, will now be provided. For
-pur-poses of FIG. 6 and for the following discussion directed theretd, é library file 74 has already
been downloaded or created on the Iﬂlemet user’s computer 50, as discussed herein. At step
610, an Internet user launches or activates a browser 72 to initiate access 1o the Inteﬁel 90. At

step 620, the library file 74 is opened and a connection éulo_maiically establishedtoa
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predetermined content provider,.as indicated at step 630. The functionality defined by the

ActiveX cont;ol or Plug-in code of the B]O Library is communicated by ihe content provides to-

the user’s computer 50, (i.., to the library file 74) to create an interface obje;:l 40 which may be

added to the browser interface 20. The interface object 40 is displayed with the Intemet browser
interface 20, as ihdiéated in step 640. The functionality of the interface iject 40, as defined by ‘
the ActiveX con;rol or Plug-in Eode, remains with the Internet browser interface 20 as the

Internet usér trévefses the Internet 90, regardless of the number or type of Iﬁtemet sites tﬁe user

visits, and as -long a; user is acce-ssing the Internet 90 using the browser sdftware program 72.

: When the Internet user moves from one Internet site tb another, as indicated at step 650, the
present invention determines whether the interface object 40 has survived that move; whether it
i.s still displayed by the browser 72 in the browser interface 20, as indicated ét gtep 652. If the
interface object 40 is not displayed in the browser>imerface 20 (i.e., if 1[ has been removed from »
the browser intérfacé 20_§r otherwise terminated), the interfacenobject 40 is redréwn, as indicatea
in step 660. lf the interface object 40 has survived a user move from one Inté@et site to another
and remains displayed in the browser interface 20, the present invention also determines, ai step
654, if the brq;Nser 72 is active; since the interface object 40 ié only displayed in the browser
interfé«_:e 20 when the browsér 72 is operational. If the bfowsé;' 72 is not activateci (if the user is
no longer surfing the web), the interface object 40 is terminated and the library file 74 is closed,
as indiéated at step 670. If the browser 72 remains active; the present' invention continues, at-
step 652, to ensure that the interface object 40 is displayed with the browser interface 20. As the

Intemet user moves between and among Internet sites, the present invention monitors the status
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of the i'nterféce object 40 and ensﬁres that it is displayed by the browser 72 with the-br_O\}vser
interface 20 as lpng as the user is traversing the Internet 90.

[6055] According to thé embodiment depicted in FIG. 6, the -present invention ensures
_that the interface .object 4.10‘ is display_ed by the biowser 72 with the browser interface 20 when the
Internet user l¢a;1es Ihé Internet web site 130 at which the BIO Library initi>ally was called and
loaded to the u_ser’s computer-S-O.‘ For example, when the user launches or activates the browser
72, a connection is automatically established to a first, prédetermihed Internet site 130 thét is

» maintained b); a ﬁrstAco_nlem proQider 100 and the BiO Library is lo;éded-obnto the user’s » >'
computer 50. The functionality provided by the BIO Library is then a;/aiiable to the browser 72
| via a sheil creéted‘bvy the library file >’74. When-_the Internet user connects 1o a second Internet
site 230 maintained by a second content provi'de; 200, the functionality for thé iﬁterface object
40 will continue to be present in the browsér interface 20. In this embo_dirhenl, lhé present
_invention preizénts’ the browser 72 or opérating system 70 Aof the computer 50 from disabling the
| functionaljty of tﬁe BIO Library by unloading the liBrary file 74 when the link 1o the first
Iriternet site 130 is terminated. |
~[0056) For"example, when the browser 72 initially connects to the first intemet site 130,
that site 130 communicates functional information in thé form of ActiveX control software code
to the Internet user’s computer 50 asa BIO Library, which 1s loaded into the library file 74. If
the libréry file 74 is not explicitly instructed by the operating systerﬂ 70 or the browser 72 to
close or unload when the connection to the first Intenet site 130 is lerminated, the library file 74
will remain loaded, providing the desired functionality for the inlerfa;e object 40 in the browser

interface 20, even after the connection to the first Internet site 130 is closed. Keeping the library



WO 03/038554 ' PCT/US02/34509

22
file 74 loaded while the Imemei user moves between and among various Internet sites e_riables :
the loading of data, functions and objects outside of the ActiveX cor_itrol (which is only
communicated to the Internet ﬁser 50 by the first Intemnet site 130) but inside of the Iibrafy file
_ 74 As long as the librar)" file 74 remains loaded, any data or objects created in the library file 74
and outside of the ActiveX éontrb_l will stay loaded and continue to function in the browser
interface 20. _
[0057] _ To Ikeep the library file 74 open during surfing, after the bro“'ser 72 has |
connected to the ﬁr;t Imeme( siie 130, and before 1h_a1 connection is lerminated, a global object, '
~ object A, is created in the program heap of the Internet user’s computer 50, not the calling
function heaﬁ. Thﬁs, ;he global object surviyes the completion of the calling function. The
global object may be creatgd using the C++ new operator, or by declaring a global object in the
global declérations. In either case, the global obje;t will survae' terminaiion of }he connection ,
- between the bersér 72 and..the first Internet site 130.
| [0058) | A global object thus deﬁned remains functional after the Active_X control
provided by the first lnierﬁet éite 130 closes, i.e. after the iniiial con’nectidn to thé first lmefnet
site 130 is terminated. Once the global object has bee>n createa, an interféce is created using fhe
globa'l.object. That interface will ser\;e to, for example, remove; feplace and/or add functionality
to the browser 72 and_ browser interface 20. The interface may be created as part of the gioba]
objecl,Aor by the globa] object allocating a new interface bbject 40. For example, the interface
object 40 may be created by creating, for example, an interface object window 48 within a
bro‘wser window 38 (see, e.g., FI(_SS. 3 and 4), and addfng it to the browser imerfaée 20 asa child -

window Alternatively, the browser interface 20 may be directly modified such as, for example,
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by adding or modifying a browser toolbar 22 or a browser toolbar objeél 24 in ihe browser

interface 20. Yet another alternative is 1o create an object interface toolbar 42 that is s;eparate :

from the brows.er interface 20; as depicted in FIG. 4. |

[0059] A'dditi-orialiy, a pointér is required that is used to control the browser 72 and to
_instruct the b_r0\'vser 72 1o establish z; coﬁnection 10 a predetermined Internet site 130,_ for
example. Thét poimer is preferably stored globally so that ill is accessible by any function or
.object in the hbrary file 74 that sends commands to the browser 72. In Microsoft Imemet

Explorer, for example the IWebBrowser 1WebBrowser2 or lWebBrowserApp object lmkmg
and embedding (OLE) interface commands may be used to create the pointer. Usmg Microsoft
‘ F"oundation Class (MFC), for exémple, the poirjter may be_created using the GetClientSite
-m'ember of the COleCénlrol class to retrieve a pointer from the first Internet jsit.e. 130, i.e., the
Internet _site whi.ch loaded ihe BIO Library; The:GfeiCIientSite seﬁes as the enlry-point for time _
browser 7210 éomnﬁu_ni;ate with the BIO Library.. A GetContainer mémber of the
» lOleCliemSite class retumned by the previous‘ step méy be used to get a pointer to a container for
the BIO berary The BlO Library’s container is a container ‘within which an ActiveX control i is
loaded. An Inlemel browser mterface 20 generally consists of several parts, mcludmg the
browser toolbars 22 and the content window 32. A document object is created by the browser 72
for every web page an Intemet user accesses and contains all of the data that appears in a
pamcular web page. The document object is aIso the container for the BIO Library. Thus,a .
document object may also be referredAto as a BIO Library’s container.
[0060] A Querylnterface member of the I0leContainer class returned by thé previous

step may be used to get a pointer to the IServiceProvider interface, which may be used to locate
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any of the other interfaces that ar-e presented by the browser 72. Finally, a QueﬁSéwfcg member
of the ] ServicéPro.vider class»reru'med by the previous step may be used ;6 get a pointer to the
IWebBrowserApp, IWebBrowser, or IWebBrowser2 interface, depen'ding or; the specific
int.erfaces provided by the browser 72 that called the BIO Library.
[0061) ,]ﬁ an alternative erﬁbodimem, the present invention may be used ld modify the
eﬁtire browser window 30. If ihe entire browser window 30 is modified, as opposed to
integrating én imerface objécl 40 into an existing browser window 38, the entire class forAthe
modified browser wi.ndow 30 méy be subclassed or, alternatively, the specific browser window
" 38 may bé subclassed. As used herein, the term subclassing a window, also referred to as
hooking a window, refers to the rép]acement of an original browser window: message handling
procedure for handling all messages sent to a window, with a user-defined window message
handling pro;:edur_e. For example, a window may. be subclassed using t._he‘Microsoft Foundation
-.Class (MFQC) CWrid;Sub_c‘lassWindow() function. Alternatively, a window may be subclassed |
using the call.th_e SetWindowLong fﬁnction (a Micro;of; Windows function); with the
GWL_WDPROC argument (a Microsoft Windows cqnstani)._ The pointér returﬁed by thé
.SetWindoch;ng function call may be storéd to the original bréwser windéw messagé handling
procedl_xre for the subclassed window. This enables the BIO Library to intercept all messages
passed to a window 30 or 38, and the BIO Library may interpret commands from interfacé
_ control§ 24 including buttons, menus, etc., provided by_ thé browser 72 or from interface objects
40 that have been added by the BIO Library in accordance with the present invention:
[0062] The user-defined window message handling procedure that the BIO Library

provides and that replaces the original browser window message handling procedure is referred
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to herein as the BIO Procedure. 'Using the BIO Procedure for the browser.72, n;essé'g'es (e.g.,
commands) intended for the browser 72 may be intercepted and modified, or replacem;nt or new
meSsage; (e.g., message handlérs for the interface object 40) may be commﬁnicated to the -
_browser 72 by thé BIO Procedure. |
_[0063]- . fhe présent invention also ensures that the interface object 40 has not been
removed from_ the browser interface 20. For example, some.lnlemet browsers 72 redraw the
eﬁtire broWser interface 20 when an Internet user accesses a new web site. While the gloBal
object may still be-ﬁ:mc_tional foliowing such ]meméi movement by the usér, the interface object
* 40 will be removed from the browser .ime'rface 20 and thus, will not be‘ displayed with ther
| browser interface 20. To preven-t this from occixrriﬁg, messages (€.g., commands) from the
browser 72 to repai_nt the b;owser intérface 20 may be intercepted by the B]d Procedure and the
interface object 40 may be redrawn immediately -aﬂer the browser inte_rfacé 20 is redrawn.
. Altemalively; the presence of the interface object 40 in the browser intérface 20 may be
| periodically t>¢s.ted and if not présent in the bfowser interface 20, the interface object 40 may be
redrawn. Such periodié testing should preferably occur at intervals of less than approxirﬁatély
~ one second. ‘ -
[0064) . As an example of the above-described embodiment (depicted in FIG. 6), an
ActiveX control is l_oa_ded as é BIO Libréry and adds menu items (and funciioﬁality) to the
Brov;'sef interface 20. The present invention creates an ActiveX conirél that dynamically creates
a new global .objecl, object A, which cfeales a new menu object (which may be an interface_
object 40) with a desired functionality to be added to the browser interface 20. The menu object

40 may be added to the browser interface 20 using, for examplé, the instructions:
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AfogtMaiand() - GetMenﬁ() — AppendMenu(), where the appended menu of the bfowse_r .

interface 20 would include a. popup menu that points to the menu objéctin. The browger

interface window would then be subclassed and handle the messages for ;he menu object 40
~handled by the BIO Procedure and the messages for the browser interface 20 being passed to the

" message handler for the browser-7_2. When the Internet user disconnects from thei first Internet

s;te 130 (e.'g.,_leaves the web pége'containing the ActiveX control), the ActiveX control will

close, but tﬁe global object, i.e., object A, will remain in the program heap and continue tlo :

provide the d-esired t:"unctionality‘ to the browser interface 20.

- [0065] | - Instead of subclassing the browser window within which the interface object 40 is
added, objectrA, or one of its descéndants, may retain ownership of the interface object 40.
Then, a message handler for the interface object 40 may be created. For exaﬁble, an interface
object 40 may be added to a browser tbolbar 22 ir;n accordance _lwith the_;ab-ove-describe'd

: embodiment of the bresqﬁt invention, except that ownership of ihe interface object 40 is set uéing |

the Microsoﬁ Foundation Class SetOwner function to be iject A or one of it’s_ descendants.

[0066]  With reference next to FIG. 7 and continued reference to FIG. 10, >a descript.ion of -
an altemate embodiment of a method of controlling and disp]asf'ing a browser interface 20 in |
accord.ance with the present invention, designated generélly as 700, will now be'brovided. For
purposes of FIG. 7 and for thev following discussion directed thereto, a library file 74 has élready
been cfeated on the Intemet user’s computer 50, as des'cri>be'd herein. ‘At step 710, an Internet

user launches or activates a browser 72 to access the Internet 90. At step 720, the library file 74

is opened on the user’s computer 50, and a connection is aulomalica_lly established rto a

predetermined Internet site 130; as indicated at step 730. At step 740, the ﬁmctionality defined



WO 03/038554 . PCT/US02/34509

27
by the ActiveX control or Plug-in code of the BIO Library is communicated by the content
provider to the user’s computer_SO (ie., 10 the library file 74) to create an.ihterface object 40
which may be displayed in thé browser interface 20 using a continuous loop to control the
display of the imerfaée 6bjec( 40. The imerfaéé quect 40 may only be removed (i.e., its
funclionality.»telrminafed) upon termination of the continuous loop. The fuhctionality_ of the
interface object 40, as defined By the: ActiveX control or P]Qg-in code, remains with the Internet
browser inlérfa'ce 20 as thg Internet user traverses the Internet 90, regardless of the number or
type of Ihterr;et web: sites the user visits, and as long as the browser 72 remains activated ahd as
long as the Internet user is accessing ihe Internet -usi'n'g that browser software p?ogfam'. When
| ‘ the Internet uéer moves from bone web site fo ahothér, as ir_ldicated at step 750, the present |
invention determines ;vhepher the interface obje;t 40 has survived that move,}i i.é., whether itis
still displayed in the browser interface 20, .as indicated at step 752. If the interface object 40is.
not displayed By the brbv;'se:r 72 in the browser interface 20 (ie., it hag been removed from the
| browser imeljfécé 20 or otherwise terminateci), the irﬁerface object 40 is redrawn, as indicated in
step 760. If the interfaée object 40 h.as survived a user move from one web site to another and
remains displayed'in the browser_imerface.ZO, the present invention also deterrﬁines, at siep 754,
if the browser 72 is active; since the interface object 40 is only Adisplayed by the browser 72 in
the browser interface 20 when the browser 72 is operational. If the browser 72 is not activated,
the intérface object 40 is terminated and the library file 74 is closed., as indicated at step 770. If
the browser 72 remains active, the prc;.senl invention determined, at step 756, whether the
continuous loop has been termin_aled. If the loop has been terminated, the imerface-,object 40 is

also terminated, as indicated at step 770. If the loop is still executing, the present invention
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28‘
determines whether the interface object 40 is still displayed in the browser inlerfacé 20, as
indicated at stép 752. |
[0067) The embodiment of the present invenlion depicted in FIG. 7 prevents an ActiveX
control from unloading by freezing the operation of the library file 74 (within which the ActiveX
conirol code is lbadéd), even if the operating system 70 or browser 72 generate an> instruction to
uhload or terminate the library .ﬁl.e‘- 74. Because the library ﬁle 74 is frozen and never finishes
unloading, ;clll of the data,‘ functions and objects created inside of the library file 74 by thé | :
ActiveX cont:rol wili continue 1o exist and function after the library file 74 hag been instructed to .-
- unload. |
[0068] " In some operating éystems 70 and/or browsers 72, the BIO Library will be closed
when the ActiveX conirol is no longer preserln at an Internet site. This can ais§ occur when the
Internet psef movgs from an Internet site having the ActiveX c_bmrol, ev_.vg.‘, Internet site 130 in
-FlG. 10, to anoihe’r ime;net site that does not, e.g., Internet site 230 in FIG. 10. ;l"o enable the
interfacé objéct 40 to continue 10 Opérate in the absence_ of the ActiveX cénlfol_, the BIO Library
(and the library file 74) must be prevented.from closing. |
[0069] ' To accomplish this, a pointer is created that is used to confrol the browser 72.
That pqinter is preferably stored globally sothat it is accessiblé by any function -o-r-object-in the
library file 74 that may need té send commands to the browser 72. In Microsoft Internet |
Explorér, for example, the IWebBrowse;, IWebBrowse‘rZ., or lWebeowserApp OLE Interface
commands may be used to create the'p;)inter. To do this using Microsoft Foundation Class, the
GetClientSite member_of the COleControl class (which may be used' to communicéte with the

BIO Library) may be used to retrieve a pointer to the BIO Library’s Internet site, i.e. that Internet
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site lhat provides the ActiveX control A GetComamer member of the IOIeClxemSne class
retumed by the previous step may be used to get a pointer to the B1O lerary scontainer. A
Querylmerface member of the I0leContainer class returned by the previous step may be used to
get a pointer to the | SérViéeProyider interface. ‘The 1ServiceProvider interface is used to easily

_ﬁnd any of the other interfaces that Are p;esemed by the browser 72. A QueryService member of
the IServicePrbvider class retun;ned by the previous step ma\; be used to get a pointer to the
_IWebBrowserApp, | WebBrowser or IWebBrowserZ interface dependmg on the mterfaces
presented by the version of the browser 72 that called the BIO Library.

[0070] To prevent the library ﬁle 74 from closmg, its _operauon is'haltgd before it ;s'able
' t§ terminate. To fréeze or halt tﬁe operatioh of ﬁhe library file 74, a continuous program loop
.may be created and executed that terminates only when the BIO Library is toibe unloaded, at
which lime, the program lobp also pumps the me;sage queue The bro_grarh loop is referred t(;

| hgrein asa més'sage pump, and may. be created using for example, the i’eekMessage,

" GetMessage, TranslateMessage and DispatchMessage con;nmands in a loop. Exemplary C++

code to caﬁy out the rﬁe’ssége pump is provided below:

while (m_Continue)

{
lf(PeekMessage (&msg, NULL 0,0, PM NOREMOVE) 1=0)
{
GelMessage( &msg, NULL, 0,0);
TranslateMessage( &msg );
DispatchMessage( &msg );
} . .
}

where m_Continue is a Boolean variable that is used to instruct the loop when to stop, and

PeekMessage, GetMessage, TransiateMessége, and DispatchMessage are all Windows functions.
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If m_Continue equals false, tﬁe loop will end, thus ending the message purhp. ‘The msg
argument is a.reference toa .Windows MSG structure.
V[(.)'071] The way the méssage pump preferably operates is that it qhec'ks to see if there are
- aﬁy messages waiting in the message queue using the PeekMessage function. If there isa

" message, the méssage 'pump grabS the message from the message queue _usihg the' GetMessage
function and translates it from ;1 virtual-key message into a cﬁaracter.’message using the
TranslateMessage Vfunctic-m'.‘ Finally, the message pump sends the message to»l-he originai :
window meséagé ha:ndllfng procédure that is due to receive the hessége using the o
" DispatchMessage function.
[6072] | The built in capabijities of an opérating system 70 may be also used to construct a
message pump to pump the» message' queue. For gxample, a modal dialog box or message box,
using a comﬁqand_such as the MFC corﬁmand CWnd::MessageEOx(“my rﬁodal”,. MB_OK), -
 serves this purpbsé §vell and hay be used to provided the desired freezing or halting of the |
0pefatioﬁ of the library file 74. |
[0073] . Aslong as the message pump is executing a continuous Iodp, the ActiveX c;)mrol
will not terminate, even when the Internet user accesses other internet sites.
[0074]‘ . The embodiment of the present invention idepic.ted ‘by FI1G. 7 performs in the same
manner (e.g., subclassjng, message handling, etc.) as the above-described embodiment of .FIG. 6.
{0075] | For both of the above-described embod;"ménts (of F IGS. 6 and 7), it is preferable,
although not necessary, to provide an exit function for the interface object 40 so tha; object_ A
and-all of its descendants will be closed. Possible exemblary scenarios for calling én exit

function include intercepting the message to close the browser window in the BIO Procedure, or
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periodically Jooking for the brovr'ser window and, 1f itis not found, terminating the ActiveX
control. | |
[0076] Referring next ro F1G. 8, yet another embodiment of rhe merhod of the present
_invention is depiéted énd designated generally as 800. - For purposes of FIG. 8 and for the
following disoussion directed thereto, a library file 74 has already been creeted on the Internet
user’s computer -50, as described herein. Atstep 810, an Imemet user launches or activates a
browser 72.lo access the intemet 90. At step 820, the library file 74 is opened on the user’s
computer 50 end a.comection is'automatically established toa predelermi.ned Internet site i30 :
(see, e.g., FIG. 10), as indicated at step 830. At step '832, anew browser interface is created that
is a duplicate of the initial browser interface provrded by the browser 72. At step 840, a Function
Window is created that Tepresents the original browser interface within which the funcuonahly
of the Plug-in was initially loaded.
[0077] ' The sleps for creating a Function Window in accordance with this embodiment of
>the present mvenuon are deprcted in FIG. 8A and desrgnated generally as 840 At step 842, the
handle for the initial browser interface wmdow is identified. The initial browser mterface
wmdow, now the Function Wmdow, is hidden and/or disabled at step 844 so that it cannot be
closed, which would cause the BIO Library to crash. At step 846, a pointer is created that is bsed
to control the browser_72. Finally, a new browser interface window is creat_ed‘at step 848 that
rrray be used by the Internet user to continue traversing the Internet. |
[0078) With reference again lo‘FIG. 8, and beginning at step 850, the browser interface
may now be controlled by first subclassing any browser windows, or any windows Lrsed by the

browser, that are to be conlrolled, and then adding, deleting, and/or modifying the window(s) as
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described in more detail below. 'The original browser window message handling pfocedﬁre is . -
replaced with a B1O Procedﬁre (as deﬁn_ed above); At step 860, the presem invention determines
whether any new browser windows have been opened, i.e., windows lhat_ may not already be
subclassed or that may not have been controlled in accordance with thé present invention. ‘If new
QinéoWs have béen opened, the pfesént invention determines, at step 870, whether the interface i
object 40 is to be added to thosé ﬁew windows. If not, the in.vemion determines whether 1he
Internet use.r desires to close the browser 72, as indicated at step 880. If so, the invention closes
at step 890, all bréxx'ger wmdows including the Funcnon Window. If the user does not desire to
“close the browser 72, as determined at step 880, the invention returns to step 860 and again
determines if new browser windows have been opened.
[0079] - With conunued reference to FIGS. 8, 8A and 10, the above-described
embodiment of the present invention wx]l now be dlscussed in more detax] When an ActiveX
control is loaded by a content provider 100 via an Internet site 130, typlcally in response to a
browser 72 estabhshmg a connecuon to that web snte ]30 and calling an AcuveX control, a -
library file 74 located on the user’s computer is caused 10 open creating a shell wn;thin the |
browser 72 within which the codg for the ActiveX control may be ldadedg If the library file 74
that cdmains,the ActiveX control is explicitly instructed, by the operating system 70 or the
browser 72, to unload or close‘whe'n the ActiveX control is closed (when the user lermina.tes the
- c-onnection to the Internet site 130), any data, functions‘or. objects that have been created outside
of the ActiveX control but in the library file 74 will be destroyed when the library file is 71_!

unloaded. To prevent the library file 74 from unloading, the browsel_' 72 1s prevented from
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closing the ActiveX control until instructed. 1f the ActiveX control is never inélructed to close, .
the library file 74 is never unloaded. ’. |
[0080] A preferred meihr)d of accomplishing this is to hide and/or disable the initial
_browser interface window that loadéd the ActiveX control and to create a new copy of that same
winrlow wi(hin which the Internet usér may continue to work and traverse the Internet. Because
the initial browser interface is prcferably hidden and/or dnsabled the ActiveX control cannot be
closed unul the library ﬁle 74 shows, enables or closes the initial browser interface wmdow ie.
the window that loAaded the library file 74.
[0081] The abo;/e-described rnethod of FIG. 8 preferably loads the BIO‘Library a§ a

' srandard ActiveX control in a browser 74, USing, for example, the <Object> tag typically
rontained ina web pagé 130 or as a Band Object, and as described in the Miérosofl Intenet
Explorer 4.x Software Devélopment Kit. This in:stru.cls the broWser 72 o initialize and run tr1e ,
| library file 74 that contains the code for BIO Library.

I' [0082] The first time the BIO Library is initié]ized. and call.ed, a Functiqn Window is.
created thél kéeps the -BIO‘LiBrary open by keeping a session wilh the ActiveX ccrntrol itself
open while lhé Internet user visits othér Irru_emet web sites 210,’ i.e., other we'b pages. The
Function Window also makes it péssible for browser windows rhai do not have a copy of the
BlO'Library open to access the OLE intérfaces to the browser 72.

[0083] To creéte the Function Window, the initial browser irnérface window (i.e., that.
window which loaded the BIO Library) is preferably hidden and/or disabled. This may be
accomplisﬁed by identifying the handle of the initial browser interface windorN, beéi_nning ;vith

the handle of th¢ BIO Library. To retrieve the initial browser interface window handle from the
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handlg of the BIO Libiary, the GetParem function (a Windows Function) is conlinuo&sly called ..
until the presént value for that function ;all represents one level below thé desktop window. For
example, a statement such as “m_Handle = GetParent(m_Handle)” execqted in a loop may
| pfovide the desired fl'mct'ibnality and result, where the value of m_Hahdle is initially equalto the
' .val}ue for the hanAdle of the BIO Library, and will eventually return the ha_ndle to tﬁe initial
Browserinierfac_e window. N | |
[0084] | The next sie’p is 10 hide and/or disable the initial browser interface wi_ndo@, now
referred to as‘ the Fu;mction Wind-ow, so that the Imerﬁet user cannot close .ti]e Function Window
* (by closing the browser 72, for example), thereby causing the BIO Library 1o unload and
removing the -funcu;onality providéd by the BIO'Library from the browser interface 20. To hide
the initial browser interface window from the user and/or disable that browsér .wirlldow from
g user-driven events, WM_SHO_WWTNDOW and/ér WM_ENABL‘E me_sséges (both Windows
:constams) may Be'sénl tp.the initial browser interface wind-ow \;'ilh values to hide and/or disable
the browser Qinddw. For example, the PostMessage_ or_SendMessage funétibn (existing
Windows functions) may be used to send a message to the initial browser interfaée windoQ with
the browser w:indbw handle. Alternatively, the ShowWindow énd EnabieWindow functions
(existi-r_lg Windows functions) may be used to achieve the sam'e- result.
[0085] A pointer is creéted to control the browser 72. This pointer is pr‘eferably_ sfored
globall)" 50 that it is accessible by any function or obje_c't ih the library file 74 that sends
commands 1o the browser 72. In Microsoft Internet Explorer for example, the IWebBrowser,
lWébBrowserZ, or IWebBrowserApp OLE interface may be used to create the poin.ter. To do

tBis using Microsoft Foundation Class for example, the GetClientSite member of the
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COlec_ontrol class that serves as ihe entry poin_t for ;he browsér 72 may be used> to cbmni‘unicate
with the BIO Library, and to ret‘r'ieve a.pointer to lhe BIO Librafy’s lnterﬁei site, i.e., ?hat
Internet site 130 that loaded the ActiveX control. A GetContainer nﬂember‘of the 10leClientSite
class retuned b_y the prévious step may be used to geta pointer to the BIO Library’s container.
A Query]nter_féée member of the 10leContain¢r class returned by the previbus step may be used |
to get a pointer to the IServiceProvider interface; with the 1ServiceProvider interface preferably
.Being used to find any of' the other interfaces that are presented by the browser 72. A |
QueryService meml;er of the IServiceProvider class by in the previous stép may be used td geta
pointer to the IWebBrowserApp, IWebBrowser, or lWebBrowseré interface debending 0;1 the
i'nterfaces présénted by the version of the browﬁer 72 that called the BIO Library.
[0086] : Finally; a new browser window is created that the Internet usefr may use to
continue surﬁng the web, i.e., to continue a.lcces‘s.ing various different ].njtel;net sitevs, since the
. br_owéer winddw previously used to create the Function Window has been hidden and/or
 disabled. Prgférébly, any of Fh'e IWebBrowser, IWethrowserZ, or IWebBrowserApp OLE
interface is used to créate é new browser window, for example, using the Navigate or Naviéate2 ‘
_ members of t‘hat OLE interface. AAltemat-iv_ely, a WM_COMMAND r;messaée that corresponds to
any command the browser 72 might use to open a new browse; window such as a New Window
command or Open In New Window co@and, etc., may be sent to the broWsér 72. A new
Window may also be 6penved using the Dynamic Data Exchange (DDE) support provided by the
browser 72. | | |
[0087] The BIO Library must now add/delete/modify, i.e., cqntrol, v%n’ous Browser

interface features and functionality. The first step is to subclass any of the browser windows or
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any of the windows the browsef uses (i.e., children) that are to be controlled in accbrdance with -
the present invention. A BIO window message handling procedure 1s used to replace the original
window message handling proéedure, and 1$ hereinafier referred to as the BIO Procedure.
[0-088] ‘Once ihe Browser window, or any of it’s children, have. been subclassed, it is
possiBle to add menus >to a subcléss by retrieving a pointer 1o the browser window menu using
the GetMehu function. Once the pointer to the menu’s handlé is obtained, the menu functions
such as Modi'fyMénu, AppendMenu, InsertMenu, etc., may be used to add any desired m‘enus to
the browser windo“;. Any comrhands assigned to a menu must be héndlea by the_BlO Procedure
~ used to subclass the BIO window. The same command identifier must not be used in creating a

menu as any fhat are ipcluded in the Browse;.

t0089] ~ An interface object toolbar 42 may be added to the browser interface 20 by

retrieving thé handle of the window tor which the ioolbar 42is tlo be add.ed' to (heyeinaﬁer referred
to as the Frame Haﬁdle) using standard Windows function;. Typically, the- window will be the
'BIO window or a frame windqw thai is a child of the BIO window. A window is then created .

using the Frame Handle as .its parent. For example, to add a ’dia_log bar (which is a form of -a

toolbar) as an interface object 40, an object derived from or of-a type CDiélogBar (a Microsoft
Foundation Class) is created and it’s Crea;e method called usihg*Frame Handle. If resources
such as, for example, images, toolbars, dialogs, etc., are being used and the browser 72 does not
sharé tﬂe same resources as the BIO Library, the brow;jer;s resources are temporarily replaced
with the BIO Library resources before any data may be loaded from the BIO Library resoqrcé.

The BIO Library resources may then be replaced with the browser’s original resources.
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[0090] As new browser Windows are opened, it may be desirable to add interface
object(s) 40 to. those new windows. A timer may be created usiﬁg Set”_l"irﬁer Windows function
that would call a user-deﬁned.function and that function would use fhe FindWindowEx function
~ (a Windows function) 16 check every chi_ld of the _desktob window for a window with the same
class name as_the Fun-ction Window. For those browser windows that have not already been
modified, i.e., that do not have .the interface object 40, the necessary handles may be retrieved
-aﬁd the seime changes made as were made for the original BIO Window. |
(0091]) Finaliy, »when the-lmemet user desireé to close the browser 72, it must be |
' determined if all of the browser windows'are closéd,' except the Function Window, and the
| F unction Window must also be closed if all other browser windows are closed. This may be
accomplished by llslemng for a WM_CLOSE message (a Wmdows constam) in the BIO

message handling procedure or by semng a timer that periodically determmes how many
~ browser “'indoWs aré.op_en. To close the original Function Window, a WM_CLOSE message
| may be sent to that window. _ ' |
[0092] Referri.né next to FlG.- 9, another alternative embodiment of a method of
controlling and displaying an Imgmet browser interface 20 in accordance with the pi’esem
: invention is depicted and generally designated as 900. | |
[0093] Steps 910, 920, and 930 ére essentially the same és described a.bove for the
e.emb.odi.ments of FIGS. 6-8. At step 940, a new browser interface window is created and the
initial browser interface window is hi&den and/or disabled, and referred to as a Function
Window. The Plug-in identifies ghe ‘handle for the initial browser interface window; hides and/or

disables that window, and creates a new browser interface window that may be used by the
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Imerngt user. At step 950, ali thé browser wiﬁdows are subclassed, and then the bfoWser '
interface may be controlled, és indicated at step 960, for all open windO}a;s. Atstep 962, the
present invention determines if any new browser windows have been opened, in which case the
invention returns to step 960. In no new browser interface windows have been opened, step 962
;;rqéeeds to step-964'td determine if the Internet user desires to close the .bro.wser.. All windows
nﬁust be closed p;ior to closing .th.e-Funclion Window, and that is determined at step 966. If all
winaows aré closed, the Fu'nction Window is closed_, as indicated at step 970. .Otherwise; step
966 returns to: step 984. |
.' [0094] In yet another‘alte_métive embodiment‘bf the present invention, the present
invention pro\}ides a method of covntrolling an Internet browser interface using a browser Plug-in
t.o control (i.e.,-add, remove and/or modify) the functionality of the calling bx;o;wser 72 and to
- retain the P]ﬁg-in functionality after thé user leaves the Intemei site IBQ that loaded the Plug-in.
-[0095] Wh‘eh a brbwsér Plug-in is loaded to‘ an Internet -user’s computer 50 in responsé o
a browser 72 establishing a connection to an Internet sitg 130 and calling lhe. Plug-in, a library
file 74 establishes a shlel‘l within the browser 72 and within which the code for thé Plug-in rﬁay
be loaded. 1f t:he library file 74 is explicitly instructed by the 6perating system 70 or the browser
72 to upload when the Plug-in is closed, any data, functions or -obj'ects that have been created
outside of the Plug-in but in the library file 74, will be destroyed when the library file 74 is
- unloaded. To prevent the library file 74 from unloadin_'g, ihe’ browser 72 is prevented from
closing the Plug-in until the browser 72 receives an‘instruc‘:tion to close the Plug-in. If the Plug-
in ié never instructed to close, the library file 74 also is never instruc;ed to unload.- -This may be

aécomplished by hiding and/or disabling the initial browser window that loaded the Phjg-in and
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by creating a new copy of that same window for the Internet user to continue td use to aCcess and
traverse the Internet. Because the initial browser w;ndow is preferably hldden and/or dlsabled
the Plug-in can not be closed unu] the library file 74 chooses to show enable or close the initial
browser window that loaded the Plug-m.
| [0696] F;)r example, a brdwsér Plug-iﬁ is lbaded as a standard Plug-in in a browser 72,
preferably by ﬁsing the <Embed> tag in a web page 110 (seé e.g., FIG. 10), which instructs the
browser 72 Alo initialize and load the librar_y file 74 that contains the code for the Plug-in (:i.e., the
BIO Library). | |
- [0097) The first time the BIO Library is initialized and called, a.Functi_oﬁ Windovx; is
created by hiding and/or disabling the original browser window thus preventing the BIO Library
from unloading by keeping a session with the Plug in nself open. The Funcnon Wmdow also
makes it possible for browser windows that do not have a copy of the BlO lerary open to ac;:ess
built-in Application Prpgrammmg Imerfa;es (APIs) for Plug-ins (i.e., functionalily made
.'avai‘lable to the Internet ﬁser through the browser intérface‘ZO and Qia the Plug-in functionality),
such as thqée brovided with Nétscape Navigatqr and Microsoft Internet Explorer. |

[0098] A Function Window is prefé;ably created by disab]ing or hidiﬁg the initial
.browser windpw (in which the Plug-in resides) tﬁe first time thé Plug-in is ca]led'b)_' the browser
72. To- do this thé Plug-in must first idenvtify the handle of the initial browser Window. A
window member of l.hé ‘NPWIindow structure is bassed to the BIO Libréry from the browser 72
as a second argument to the NPP_SelWindow‘Function and is the handle 10 the Plug-in window
(NPWindow and NPP_SetWindow are part of the Netscape and Internet Explorer A-PJ for Plug-

Ins). To retrieve the initial browser window handle from this wihdow member, the GetParent
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functlon (a Windows functnon) is continuously called until the present value for that funcuon call
represents one Ievel below the desktop window. For example a slatement such as “m_Handle =
GetParent(m_Handle)” executed in a loop may provide the desired funclionality and result,
where the value of m_Handle is initially equal to the value for the handle of the NPWindow
-sltrulcture, and:w.ill eventually return the handle for the initial browser winddw.
[0099] ‘ The initial bro@sér«window is then hidden and/or disébled so that the Internet user
cannot clos.e the Function Window and cause the BIO Library to crash. To hide the initié] :
browser w1ndow from the user and/or disable that window from user-dnven events,

j WM_SHOWWINDOW and/or WM_ENABLE messages (both Windows constants) may be sent
to the initial browser window with values to hide and/or disable that browser window. Thiscan
i)e accomplished by, fér example, using the i’oslMessage or SendMessage fﬁ'nétion {(Windows
functions).to send a messag‘e to the iniiial browser window usi_ﬁg'the br_,_oster window handle.

| A]vlemal‘ively, the ShowWindow and Enable Window functions V(Windows functi;)ns) may be '

“used to échie.ve the same results. |
[00100)  The final stép is to create a.new browser window that the Internet hser can .u-se to
continue surfing the web afier the initial browser window has been hidden and/or disabled. This

 may b§ accomplished, for example, by calling any of the follo\;/irig Netscape and ‘Intemet

Explorer Plug-in API functions: NPN_GetURL, NPN_PostURL, NPN_GetURLNotify,

NPN_P-ostURLNotify,’with the target parameter set to _néw, _blank, or any window name that

does not alvready' exist. The NPP argument of the above functions is the NPP structure that w&s

proﬁded by the browsgr 72 to the Plug-in for the Function Window.i Another way 'of doing this

fs to send a WM_COMMAND 'me.ssage to the browser 72 that corresponds to any command the
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browser 72 might use to open a hew_ window such as a New Window commana or Open In New
Window command, for example. A new window may also be opened usi-ng the Dyna.mi.c Data
Exchange (DDE) Support pro>vide<‘1 by the browser. NPN__GetURL; NPN_i’ostURL,
_ NPN_GetURLN'otify; NPN_PostURLNotify' and the NPP structure are part of the Netscape and
IIntemet Explorer API for Plug-ln‘s aﬁd the WM_COMMAND is a Windows constant.
[00101] The BIO Plug-in rﬁaynow control, i.e., add/delete/modify, features and
_fﬁnctionality of the brO\';/ser_ 72. T_he‘ﬁrst, step is to subclass any of the browser windows or any -
of the windov.vs the Browser uses .(collectively, BIO .windows) that are to Be controlled in |
accordance with the present inve.mio_r;. | |
| [.00102] After the browse} window or ady of it’s children has been subclassed, menus may
be added to the browsér interface 20 by retrieving a pointer to the browser windbw menu using -
the GetMenu fun;tién (a Windows functio.n). O-ncelthe pointef to the _mehu’s handle is obtai-ne_d,
the menu fun'ct.ions such as ModifyMenu, AppendMenu, InsertMenu, etc. (Windows functions),
| may be used -toA add any desired menus to the browser window. Any commaﬁdg assigned to a
menu must be handled by »the BIO m‘essage handling- procedure used to subclass the BIO
window, takjﬁg care not to use the saﬁ'ne éommand identifier in creating a menu as any included
in the browser 72. |
i[-00103] Alternative'l)_' or additionally, an interface object toolbar 42 méy be added to the
BroWsef interface 20 by retrieving the handle of the window to théh the toolbar 42 is to be
added (hereinafter referred 10 as the F;ame Handle) using standard windows functions --
typically the window will be the 'BIO window or a frame window that is a child of the BIO

window. A window is then created using the Frame Handle as its parent. For example, to add a
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dralog bar (which is a form of a toolbar) as an interface object 40, an object derrved from or of :
type CDialogBar (a Mrcrosoft Foundation Class) may be created and it’ s Create method called
usmg the Frame Handle. If resources such as, for example, i images, toolbars, dialogs, etc., are
being used and the browser 72 does not share the same resources as the BIO Library, the -
brorvser’s resourees are temporarily replaced with the BIO Library resources before any data
from the BIO Lrbrary resource may be loaded. The BIO Library resources may then be replaced
with the browser s orrgmal resources. |
[00104) | As new browser windows are opened, the interface object 40 may be added to
- those nevlf windows. Thls may be accomplished by ereating a timer using SetTimer'(a Windows
function) that would call a user-defined functron that would use the Find WindowEx function (a
Wmdows function) to check every child of the desktop window for a wmdow wrth the same
class name as the Functron Window. For those new windows that do not already have the
--modrﬁed interface; i.e., that do not include the mterface Ob_]CCI 40 the necessary handles are
retneved and the same changes made to those wmdows as were made to the orrgmal BIO
window.
[00105} - :F inally, when the Intemet user wishes to close the browser- 72, it must be
determined if all of the browser windows are closed except the .F unction Window; and if they
are, the Function Window may be closed. .This may be accomplished, for example, by listening
- fora WM_CLOSE rnessage (a Windows constant) in the BIO window message handling
procedure or by setting a timer that periodically checks the number of open browser windows.

The original Function Window may be closed by sending it a WM_CLOSE message. ,
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[00106] In accordance with the present invention, a BIO Library (i.e., a Plug'—in) may be
loaded.and its functionality provided in the browser interface 20, automat;c'ally, ie., Qitﬂout
requiring the usér to positively access a ;;anicular Internet site, i.e., ic; surf io a web page that
calls the Plug-in. For example, Netscape has.a key in its windows registry identified as
Automation Stahup. Upon activaiioﬁ, Nétscabe loads all of the OLE controls that are listed in
the Aut_omatidn Startup key. By placing a reference or a call 10 the library file 74A(an.d thus to
BIO Libra'r); and -P]ug-infha_t defines an interface object 40) in the Automation Startup kéy, the
library file mz;y be_ldaded évery iirﬁe a user launches or activates a Netscépe browser. Included
in that library ﬁie 74 mé)’ be instmclions to create an‘instance of the interface pbject 40 iﬁ the
browser interface 20 and an instruction for the browser 72 10 establish a connection to a
brgdetermined Internet site 130. Using this technique, a uger does not have td choose to visita
specific Internet site 130 td load a BIO Library. ;l'hé library file 74 needs to be kept.op'en at least
.umil the Plug:in may be loaded in the browser 72 for display and acceés via the browser
| interface 20. One way to do this is to increment a referenée counter associated with the library
file 74 so tvhat' when Nétscépe. unload the OLE controls listed in the Automation Startup key; the
library ﬁleA74iw'ill not be unloaded -be.cauée. it has a higher refgrence numbér.
| [00107] ~ The library file 74 may be loaded as a Plug-in us-ing DDE to periodically look for
a Netscépe DDE .Server using a timer or-a loop. ‘When a return is received by.the browser 72
from the Netscape DDE ser;fer, Netscape is ready to receive commahds and may be loaded with
the Plug-in. DDE may then be used fo send a command, such as WWW_OPENURL, to the

browser 72, which will cause the Plug-in to load as discussed herein.
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[601 08] Another method for hiding the Netscape Plug-in window that is \_Jsed for BIO
Librafy is to rém_ove it from the task bar (i_.e., where the Windows “Stan;’ button is loca-ted) and .
place it off of the visible screen. One w-ay 10 rémove it frqm the Taﬁk Ear is to call
SetWindowLong and change the window style of the Plug-in window to-a toolbox window..
-Toc-Jlb'ox window’s do not appear in the task bar. The Netscape Plug-in window may be placed
off screen by calling MoveWihdbw and providing coordinates that are not in the visible range for
the users déskto_b. ' |
[00109] ,- The BIO window message handling procedure that 1s used to replace‘ the original -
browser message handli‘ng pro;e_dure must know whAich window a message is inte.nded to réach :
and what to do with a message once the BIO window message handling procedure receives that
he_ssage. A preferred way to do this is to créate a map that links one piece o'f fnformation to
another. For the present in\;en;ion, a map that lini<s window héndles to structures that contain
important information to that window is preferably used. For e}(ample.whe_n the.BlO Library
adds the inte}face objeci 40 to a'new browser window, a néw entry in the hmép is creatéd that
links the B]O window;s'handle to a structure that coﬁtains information useful for that BIO
window. One of the pieces of information contained in the structure would preferably be the
browser’s original window message handling procedure for thé B1O window. It i‘s necessary to
mainta-in the browser’s originél window message handling procedure so thgt if the BIO window
message handling p?oéedure does not know how to handle a message, it can pass the message to
the browser’s original window message handling procédure.
[001 ]O] When a message is received by the BIO window message handling ﬁ-rocedt;re, the

first argument that is passed to the procedure is the handle of the window that received the
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message. To retrieve the structure that contains all of the data specific to that Window, a lookup
in the map is performed using the window handle as a key. The returned l'sl'ructure wil.l c;)ntain»
all of the slorea window speciﬁé information, such as the original window hessage handling
procedure. |
tOO] 11] A When controlling theibro;vser -intel;face 20, i.e., adding to, removing from or
modifying thé browser interfacé, the present invention changes how the browser 72 works.
'Almost anything an Inlehel_ user can do with a browser works by sending a message to é :
browser’s wiﬁdow or child windbw. Objects or windows that send n_lességes include the ménus,
buttons, combo boxes énd almost an)&hing else with ‘which the Internet user can directly irnteract,
iA.e., interface controls. Messages for example ¢an be broken up into four components: 1) the
.harndle of the window intended to receive the message; 2) the msg value of thé message; 3) a
wParam., whose use is usuélly dependent on the fnsg value; and 4) an 1Param, whose value i§
also usually de'pendem on the value of the msg value. |
- {00112] For example, clicking on a button in a erQser.’s window might send a message
that contafns the WM-_CO-MI-VIAND,A which is a Windows constant, msg value to a browser
window’s(wi'ndow_ message handlingvproc‘erdure. The lower two bytes of the wParam variable in
that message would then be a number that is used to identify which button was pressed.
4[001 13] By subclasSing a browser’s window or child window, as destribed above, any
rhessages that are seni‘wh_en a user interacts wiih any of the interface éomrols may be
intercepted. Once a message is imercépled, the BIO w;mdow message handling procedure can
interpret it and react to it. If the functionality qf the interface control is to rerﬁain thé_ same (i.e.,

not added 1o, deleted from, or modified by the present invention), the message may be passed
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back to the original wmdow message handling procedure. In this way, vmually all of the
interface controls that exist in the browser 72 may be controlled. In addmon mterface controls -
'may be added to the browser interface 20 and assigned cornmand identifters (which are passed in
the wParam). The BIO window message handling procedure can then interpret the wParam and
nrot'ide the fnnctionality of the Interface control that is to be added. In addition, functionality
rnay be removed by simply hat/ing the inventive window procedure do nothing if it receives a
command tclenttﬁer associated with an interface control that is to be removed from the browser
That command may thus be prevented from passmg to the browser wmdow s ongmal message
- handling procedure.
[00114] ‘ Using the various embodiment of the present invention, as discussed in detail
above, an Internet user may create a'browser interface 20 having user-deﬁnedAinterface controls.
Then, by setting t_he parent of the window for that browser interface 20 t0 a window that has
| been subclassed, any message from the new (i.e, controlled) wrndow Will be handled in the B]O |
window>message handling procedure. This can be used to add any interface object 40 such.as a
toolbar, dialogbar, ﬂoating dialog etc., to the browser interfa‘ce_20. :
[00115] - The following illustrative, non-limiting application examples are pr()\)ided to
further describe the present invention. A Plug-in or ActiveX ccntrol that stays persistent asan
Internet user traverses the Internet may-add an interface object 40 to the browser interface 20 that
enables a user to download their “bookmarks” or “favo‘n'tes” from a database located on the -
lntemet; The interface will be added directly into the browser interface and will allow the user to
visit the “bookmarks” or “favorites” links that they downloaded, using the interface object 40

nrovided by the Plug-in-or ActiveX control. This interface object 40 will serve a similar function
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to the current “favorites” or “bookmarks” menu items and toolbars oﬁ existing Brow$ers. The
beneﬁcial difference is that since the bookmarks will be downloaded frorﬁ a database én.the |
Internet, users have access to ihéir bookmarks on any computer’s brdwser that_is capable of -
loading the Plug-in or ActiveX conﬁol. |

[OOi 16] ‘ 'l;he present invent'ioﬁ may alsé be -used to generate revenue based on placing
advenising “links” included in -th.e.“favorites” or “bookmarks” on the browser interface 20 via
the Plug-in or ActiveX cbnujol. Consumer targeting could be based on, for example,linfc-)fmation.
stored in databases, such as name, ége, sex, income, race, education and geographic locatidn, and
) preferences sucﬁ as favbrites and bookmarks or othef preferences that are stored on the détabase :
 or exist on the browser 72.

A[OAOI 17 . A Plug-in or ActiveX control that stays persistent as the user tfavérses the Internet
may be used to add an interface object 40 to the>t.>rowser interface 20 that permits a ﬁser to |
| download their “addrcfss Book” from of a database located on the ]nterﬁet. Such an interface
: object 40 may be added directly into the interface of the br-owse;r interface 20 and will allow the
user to-send e;mail as Awell.as retrieve stored ir;formafion for contacts listed in their “address
book™.
: [00118] - The present invemi‘on may also be used to earn révenue based on placing
advertising “links” included in the “address book” on an interface object 40'0f the Plug-in or
ActiveX control. C‘onrsum_er targeting could be bésed for example on information stored in
databases, such as name, age, sex, inc‘dme, race, education and geographic locafion, and
prefe.rences' such as favorites and bogkmarks or other preferences that are stored oni the dat#base

or exist on the browser.
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[601 19} The present ihvehlion may use a Plug-in or ActiveX control to add an edit box on,
the browser interface 20 that allows a user 1o type a search directly into the browser insiead éf
having 1o visit a web page that allows the user to search. |
[00120] Additionally, the Plug-in or ActiveX control that stays persistent may poll, or
be;i'odically seek -- at user, web site or program selected intervals -- information from a preferred
web site, even though the user Vis surfing a different web site. As the preferred web site is polled,
the preferred Qé.b éite can send updated information to the interface object on the user’s bfowsér,
such as near ;eal-tirﬂe notification of the receipt of mail, continuous'updafing of stock prices, or
-- other time sensitive info‘rmalion,‘ such as, for examp]é, news feed headlines, sponé scores fbr
selected favorite sports teams, and the like. The preferred web site can control, if desired, the
timing of the polling, so as to control the trafﬂc at the preferred web site duri-n-g peak usage
periods by extending the tirﬁe interval between pojls.
) [00121] Since the shell created by the librarybﬁle, as deséribed herein, is aﬁ environment
-within whichA applications can be run, or information displayed, any information or proéram_can_
be added to the _inlerfaée of the browser using the présent invention. - The shell is independént of
the browser in»lerface, the content of the browser, and even the content of ihe shell itself. In
| short, the shell is an adaptable piece of functionality that does ﬁo_t,’ in the extreme,veve_n need to
be visible to the user. Thus, in use, the shell can be empty and receive its contents from. a web
site, or the shell could éet Plug-ins, or the shell could even get new library files and leamn to
parse new information “on the fly” as the shell receives new contents from a web site or user.”
Thds_the present invention provides significant opportunities to direct desired inforfﬁation from a

preferred site to the user even as the user visits other sites. Of course, the more user-specific
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functionality provided by a web site 'via the customizable interface of thé preseﬁt invention, the
greater user loyalty that web site can engender. .
[00122] in another embodiment of the present invention, and with re_ference now to FIGS.
11- 17, a shopping assistant button may be added to a toolbar of the Internet browser interface 10
facilitate on-line shopping at a suppéned merchant web site. Functionality of this embodiment, A
including deﬁﬁing the_shopping assistant button, is provided by computer code transmitted from
a server and stored on thé user’s computer. The computer code monitors the Internet na\;igation _
of the lntemei browéer to detemﬁne if the browser is at a supported mercﬁant web site, proVides-
an indicator for the shobping. assistant button. when the Internet browser is at a supported |
ﬁerchanl web site, and fills out é supported mefchant check-out web page.
t00123] . Asuser .herein,-the term “on-line shopping” refers to the procéss By which a user
of an Intgmet browser my éurchase merchéndisé:ancilor services over ;he Internet using a |
-computer. An 6n-line( merchant (e.g., a seller of merchandise and/or seﬁiccs over the Internet)
“may providé a web site hosted by a merchant server via which a user may access one or more
web pages-using an Intémnet browser. Various mercﬁandise and/or services may be offered for
sale by the mércham via the one or more web pages. A shopp¢r may view the merchandise,
* description of the services, select ;fan'ous merchandise and/or sérvices for placement into an
eiectronic shopping cart, view" the 'conIeﬁts of the shopping can, and check-oui (as des;ribed in
more detail below). |
[00124] The browser interface 20 depicted in FIG. 11 includes an interface object 40
comprising an interface object toolbar 42 and a shopping assistant button 144 that brovides

various functionality to the browser interface 20, including, by way of non-limiting example, the
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ability_ for a user (the terms user.and shopper being used interchangeably herein) of the browser .
interface 20 to create and edft an electropic wallet.(discussed in more de_t.;iil below), disable the -
Shdpping assistant button 144 (and shopping functionalit_vvfrom_the brow_ser imerface 20), list
subponed merchants,'quefy about the shopping assistant button 144, p‘ull-down menu 44, and
functionality p'rc-Jvidéd'by the shobping assistant button 144, and query fqr help about use of the
shopping aSsi;iam button 144 e;nc‘] the functionaliry provided thereby.” Shopping assistant
computer céde or software (e.g., a .dll or .exe. file, javascript, etc.)is provided.by a servef and
stored on the :usel.f’s :computer 50 and operable in connection with the broWser and browser
i‘ interface 20 to define aﬁd provide the shopping assisiant button 144 and c‘)therAfunctionality
provided in aécordénce with the present invention, and as described in more detail below.
tOQlZS] ~Ina preferred embodiment, thé shopping assistant button 144 énd funétionality
provided thefeby is provided when the'interface o:bject 40 is added to the browser interface 20, as
-described in detail abovg Qith regard to the various embodimen.ts of the present iﬁvemion. That.
is, when the i:merface object 40 (i.e.,.toolbar) is added to the browser interfac-e 20, the shopping
assistant button 144 and'éssociated computer code are transmitted or down'loaded-to the user’s
compl;ner 50. -_Altematively, the shopping assistant button 144 ‘and functionality may be
selecti\{ely added to the browser in-terface 20 upon request by tl.1e user, i.e., before >or after the
interface object 40 is added. |
) [00126]4 The shopping assistant functionality proVided in accordance with this
embodiment of the present invention i§ provided, at least in Ilhe first instance, by a server 102
(whic_h may comprise one or more computers, located physically pro?(imate each>olﬁer, or

physically separate from each other) (see, e.g., F1G. 10) that may be accessed when the user
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provides a predetermined Internet address or URL in the URL address windoo/ 26 of the browser
interface 20. The server 102 is preferably a secure server (i.e., one that is only accessnble vra a
Secure Socket Layer (SSL) connecuon) At that predetermined lntemet address the user may
access one or more web pages, at least one of which enables a user to set up a wallet in
accordance with this embodiment of the. presenl i.nvemion. Exemplary wallet set-up web pages
are depicte‘d rn FlGS.- 12-14 and discussed in more detail below.
[00127) | TI"he shooping assistant functionality is also provided by shopping assistadt
computer code or,software downloaded by the server 102 to the user’s c_omputer 50 and operable :
in connection with the‘browser irrterface*ZO and shooping assistant button 144.?_The shooping
assistam code may be a .dll or .exe file, for example, javascript, or other known types of
computer code or soﬂware files. The shoppmg assistant code monitors the lntemet nanganon of
the lntemet browser by intercepting the lmemet address (or domam or URL) each time the user
causes the browser to navrgate toa drffe_rem. Internet address. The shopprng assistant code also
~ compares the intercepted Internet address with the lhtemet addresses of supported merchants by
comparing the intercepled address with a supported merchantvﬁle containing Internet addresses
of supported‘m.erc_hams. The suppoﬁed rrr_ercham file is preferably downloaded by the server
102 and stored on the user’s comouter 50. Each time a user logs into the server 102, the server
i02 compares its version of the SUpponed merchant file with the version slored on the user’s
eorrrputer 50 (that ver'sion information may meltransmitted by the user during the login process,
for example). The server 102 down]oads to rhe user’s computer an updated version of the

supported merchant file, if necessary. The shopping assistant code also intercepts each web page
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recelved by the browser and determines the type of web page (e.g., bnlhng web page merchant _
home page, merchandrse page etc.) by the H-TML code and http requesl headers
[00128) The shopping assistant code also defines the shopping assistant button 144 and
pull-down menu 44, and controls the communication between the browser, the server 102 and
tl‘me.r'ner’cham server for on-line shopprng
[00129] The shoppmg assistant button 144 may be provided as part of the interface ob_|ect
40 in accordance with the various embodiments of the presem invention. However for a user to
utilize and access the shoppmg assistant funcnonahty, the user must first set upa wallet As
. used herem the term “wallet” refers to a file (that may be encoded or encrypted) pamcular toa-
user and comprised of information (also referred to herein as data) specific to that user, provided
by that user, and stored in a wallet database ]04 provrded on a data storage devrce 106 (e.g., hard
drive, opucal drsk etc.) of the server 102 (see, e. g FIG. 10). The wallet database 106'is
structured so that the mfonnauon provided by the user when senmg up the wallet is stored in
.'predefmed fields or field names. Similarly, a supported merchant data ﬁle is structured using the
same ﬁelds or field narnes, to the extent that the merchant check-out-web page(s) require t‘h-e
same informat‘.ion as was provided during the wallet set-up process. |
[00130] - To set up a wallet, the user must provide cenain.information in response to cenain
wallet set-up web pages provided by the server 102. Itis known to persons skilled in the art that
. an Internet browser re-ceives data from a server, typically HTML data, for display by the browser
interface 20. Thus, reference herein to web pages being provided by a server refers to the |

download or transmission of data from the server for display by an Intemet browser.
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[0013 1] Anexemplary wallet set-up web page is depicted in F]G. 12 and.generally
designated as 1000. That web page 1000 may be accessed, for example, Qia’ the “edit Wﬁllet”
: option on the puil-down menu 44 of the shopping assistant button 143. By éelecting a
predétermined link on the wallet set-ﬁp web page 1000, such as, for exarﬁple, a “S.et up your
>Wallet” link 1002, a wallet data e'ntry- web pag.e 1610, such as is depicted in FIG. 13, is
downloaded by the server 102. At the wallet data entry web .page 1010, the user enle;s certain
information>in a plura]itylof fields 1012 (either pull-down menu or alpha-numeric entry). | The
information rﬁay be, :by way of nbn;li_miting example, credit card type, nufnber, expiration date, . -
| user’s first'and lést namé, billing‘add(ess, phone nUm.ber, user ID, user password_, and varibus
‘other infbnnation particular to thé'usér. When Sening up a wallet, each user is also required to
énter a security key (see, e.g., F1G. 16) which 1s necessary, in addition to the ﬁser’s ]Drand
password, to access ahd use the user’s wallet. W}11enrthe user has completely filled out all
| ‘required fields 1'012'in_ the wallet data entry web page 1010, the user mr;\y select a “Finished”
‘.'bunon (not shown), which transmits the user-énteredinforﬁ)ation té the server 102. In response,
the server 1.02.downloa.1ds é wéllet summary web page 1020 that includes a sMaw 1022 of the -
user’s newly e.nlére,d account informaﬁon fqr review by the user prior to ﬁna»lly setting up the
~ user’s wallet, as depicted in FIG. 1-4. If the user information is correct, the user may select a link
éﬁ the Qallet summary web pége 1020 sﬁch as, for exémple, a “Click here tb éontinue...” link
1024; that causes the QSer _information (data) to Be transmitted to the server 102 and stored in the
wallet database 104 on the data storagé device 106. Duringihe wallet set-up procedure just
described, data is being naﬁsmined between thg server IQZ and the user’s corﬁpute‘r 50 (see‘, e.g.,

FIG. 10). For 'e)_(ample, web page§ 1000 (FlC. 12) and 1010 (FIG. 11) may both be transmitted
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b‘y the server 102 for display by the user’s browser interface 20-when the user selects the “Set up
your wallet” lmk 1002. When the user has completed the information requnred on the wallet data
entry web page 1010 and selects the “anshed” button. (not shown), the user mformatnon or data
may be transmitted to the server 102. Upon receipt of the user mformanon from the.user’s
-c»ontpt'ner 50, the server 102 may'tran>smit the wallet summary web page 1020. Altem'atively,
each of the above described web pages may be transmitted separatelv by the server 102 and in
response to a user- initiated action (e.g., upon selectron by the user of a link or button).
[00132] Thevserver 102 may be that of a content provider 100 or other Intemet service
| provider such as, for example, a search engine provieier or ISP, collectively r¢fened 10 herein as
tlre provider 100. On-line merchants are selected by the provider 100 in cortnection with which
the shopping functionejity of the present binvention may be used. A supporteo rtrerchant file
contains a list of all supported merchants, including their respeetive ]nterriet addresses.‘ That file
| may be used by‘ the Shopping assistant computer cot:ie to determine if a user has navigated to a
supporte.d merchant weo site by comparing the URL entered into the URL address window 26
(or provided in a link) with the urls contained in the strpt:orted rnerchant file.
[00133] ~  Once amerchant (a merchant is generally desighated 200'ir1 FIG. 10) has been
selected, the provider 100 determines the merchants’ check-out pr'ocess, includiné the layout of
check-out web page(s) (see, e.g., FI1G. 17), and information required to corrtplete the merchant’s
check-out process an-d"check-out web page(s). The provider 100 creates a supported merchant
rules and mapping file for each selected merchant (also referred to herein as a supported
merchant) that defines a plurality of merchant field names that correspond to the .user data

required by the merchant during its check-out processes and its check-out web page(s). For
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example, and with reference to FIG._ 17,a supponéd merchant check-out web bage 2100 requires
that a shopper provide billing information including, for example, pa_vme.r;t method, cr-eAit card
number, expira;ion date, and personal information for the shopper (é‘.g., name, address and
telephone number). The merchant field names correspond to wallet ﬁela names defined in the
Vus‘eAr’s wallet. Each supported mércﬁanl brules'andimapping file may contain different merchant
field names, ag each merchant inay require different informélion during its check-out process.
However, éll mérchant ﬁeld_ names correspond to wallet field names. |
[00134] - The éuppoﬁed merchant rules and mapping file maps the Wal]et data (i.e., wallet
A. field names) to the reqﬁired merg:han}tI data (i.e., meréhant field names). For examble, an éntr)' in
‘ the mercham"niles and map'pingbﬁle'deﬁning a "ﬁrsl' name field and last name field may be
_-str_'uctured as follows:

*” (13

rmi _pageFields[l] = new rmi_ﬁeldMap(“cvontactFirstName , “text”, “wallet_b_fname_first™);

» o

| rmi_pageF ieldé[?.] = new mi_fieldMap(“contactLastName” , “text” , “wallet_b_fname_last™);

~ where “wallel_b;fname;ﬁrst” is the wallet database field .name fo? the user’s first name.
Howebver, .ir'] the suppdned merchant file, the user’s first name is identified as
“ComachirstName”. Thus, the preseﬁt in&_ention maps the ﬁe_lds in the wallet database to the
fields in the supported merchant ﬁle so that each merchants order form may be automatically
.ﬁl]ed out when a. user shops at a sUppoﬁed merchant web site. |

[>00]>35] With ré’ference now to FIGS. 15;] 7, an exemplary cheék-out process will now be
described. As diffcre-m merchants may have Adifferem check-out processes and provide different
check-out web pages, the following deséﬁption is merely illustrative and not imen&ed to lilﬁit the

scope of or otherwise define the present invention. In addition, the following description does
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not track the entire on-line shopbing process (which_may also vary from mercha'nt 10 .mer'c,ham), :
but only the check-out procéss, which ggnerally bégins after the user haAs.selected a “CBeck Out”

or other similar button on a mefchant web page.

[OO] 36] ‘When a user launches their Intemet browser, the interface object 40 automatically

.establi'shes a coﬁnectidn betwegn'yhe user’s computer 50 and the server 102. Various user data is

downloaded by t_he server 102 io the user’s computer 50. The user may cause the Internet

browser to .navigate to any Internet address by typing the address in the URL address wiﬁdow 26
(see, e.g., F]G. 1), :or by selectihg a link on a web page. Régardlesé of hbw the browser is

'- caused to navigate the Internet (move from web site to web site), the shopping assistant code
intercepts the URL for each Intemet site navigated to by the user, and compares that URL with
the supported merchant‘ data file.- If 2 match is found, the shopping assistant-code provides a user
perceptible indicator on the shopping assistant buﬁon 144 sucﬁ as, for _exémple, a yellow circle,

| that indicates that the u;ef has navigated to a supported merchaﬁt web site.. The shopping |
“assistant code also makes a request to the server lOZ(fo; a download of a ﬁlé containing rules and -
mapping data for that merchant and that provides deta_ils on‘that merchant’s check-out proc.ess.
[00137]) | The shopping assistant code also intercepts each web page- received by the
browser to determine the type of web page, e.g., a billing page, e-mail address reques;; credit
card information request, etc.,.by looking at the HTML code and the http request headers. That
infomlétion was obtained during the provider’s selection -of merchants and creation of the
supported merchant data files. Using the merchant’s rules and mapping file, the shopping
assiistant code can determine the specific page being served and how the user’s inférmation

should be provided in that page.
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(00138] If the shopping assistant code determines thél the user’s wallet ié required for a
particular page, it opens a security key window 3OOQ in the user.’s browse; interface 20 asking -
the user to enteri a security key.(SK) in a data entry window 3020, as depictéd-in FIG. 15. Once
the user has entered a SK and selected a “Continiue” button 3030, that security key is securely
traﬁsmined, pféferably using https, bgf the user’s compﬁter 50 to the server 102. The server 102
compares the user data (e.g., ID and SK) with data previously s:tored in that user’s wallet on the
wallet database 106. If tﬁe data matches, the SK is verified and an authorization is transrﬁined
by the server 102 to the shoppmg assistant code; a rejectlon is transmitted if the data does not
match. The authorization may be provided as a wa]let information window 3]00 such as is
depicted in FIG. 16, Whena SK is successfully_ verified by the server 102, a “secure cookie” is -
t-ransmitled over SSL té the secure server, and the user’s on-line shopping sesjsibh us_ing his/her
wallet begins wh.en the “secure cookie” is set. Tﬁe “secure cookie” is aggiessively timed out,

-an_d is preferably valid for up-to one (1) hour.

' [00139] If the user desxres to continue the check- out process using the shoppmg assistant
funcuonahty of the present invention, the user may select a “Continue” button 3130. If the user
desires to chegk-oul using the mercharﬁ‘s check-out process, the user may select a “Cancel”
button 3 140. When the user selects the Continue button 3130, the shopping assistant code

retrieves the user’s wallet from the wallel database 104 on the server 102, and automancally fills
in the merchant’s check-out web page 2100, deplcled in F1G. 17. The user’s wallet is securely

transmitted by the server 102, preferabiy using https. - The user’s wallet, and thus the user’s
personal data, need not be stored on the user’s data storage device 52, but only in temporary-

* memory (also referred to herein as main memory or RAM) 60, and used by and in connection
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with the shopping assistant code and functionality of this embodiment of the present invention, .
The user’s daia may aﬁtomaiically expire (e.g., after a predetermined tiﬁe), or it may be flushed
frdm memory 60 when the usef closes the broner. |
[O-O] 40] ‘Depending upon the type of web page displayed by the browser, the shopping
' a'ss‘iAsta'nt code'p'r(-widesv the appropriate user data from the user’s wallet (temporarily data in
RAM) to the web page. For e*arﬁple, if the shopping assistant code .delem'lines the web page isa
“billing addresé”'Web page, the user’s billing addre;s data will be copied from RAM 1o bopu]ate
the fields in t}le Eilli}lg address web page, and ultimately communicated fo thé merchant’s server.
'- During the éheck-out process, the shopping assistant. éode operates in co'nnec;ion .with the |
merchant rqlés and'mappir.:g file and with the user’s wallet to automatically provide user data
r-eq.uired by the various merchant check-out er pages. -
[OOA14I] | The wallet database 106 may contain only wallet data or alternatively, the wallet _
| data may be located in a data_base with other data. While the wéllet is pfeferabl); used by and in>
conhection With the shopping assistant button 144 and functionality, the vlvalilet' may al‘so be used
by applications other than shopping assistant such as, for example, bill paj'ing, sﬁopping wilhout
shopping assi_siant, and in connection with virtually any on-liné transaclién that requires that the
user ehter personal data. The wallet provides secure trahsmis’siori and handling of-the user’s data
and makes that data available .for use by the user in connection with various on-line transactions
withouf unnecessarily compromising thg security of that dala.
[00142] Once a Liser has set up a wallet, the functionality provided in accordance with this
embodiment of the.prgsem invemi‘on is now available to the user as _the user shops bn-line.

Preferably, the on-line shopping ﬁjnctionality is available for use in connection with a Supponed
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merchant regardless of the Internet site to which the user is connected (via the lmerhet browser). .
Thus, the user need not be connected 1o the provider’s Internet site, or even'l_o a supponed |
mérchant’s web site. The shdpping assistant code handles all commlunicalion between the. user
(the user’s computer 50), the server 102, the wallet database 104, and the merchant’s Internet site
.anc_l ‘ch'eck-out web page(s). |

[(00143] In accordance with another embodiment of tbe presentinvention, a button 44 (i.e.,
interface object) may beladded toa browser interface toolbar, such as an interface object.toolbar .
42 (see, e.g., FIG 4) by a party other than the provrder 102. For example a link may be
provrded on a corporate web site that enables visitors to that web site to add a button 44 to therr :
' ’mterface ob_]ect toolbar 42 that would provide a one-click lmk to that corporate web site from the
browser interface 20. Corporauons or any enmy hosung a web site, may sponsor the provrder
100 because the addmon of the corporate button to the mterface object toolbar 42 enables a user
to return to that corpb_rate web site from-any _other web site with a single mouse click. The
~ addition of the corporate button to the browser interface (l.e., the toolbar 42) thus establishes an
affinity between a user 'a.nd the corporate web site. Tlre corporate sponsor designs the buttorr
(e.g., look.'(orre-cli’ck button or pull-down- menus), icon, etc.), and provides the button design and
URL data to the provider 100 for lncorporation in a database maintained by the provider and
iassocia(ed with browser interface.’ Thus-, a corporate sponsor may have a bunon defined in the
orouider database. |

[00144] If a visitor to the corporate web site wants to install the corporale button in their
browser interface 20, but does not have a browser interface toolbar 42 installed, the 'presem-

invention also enables installation of the browser interface toolbar 42 and corporate button 44 in
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the browser interface 20. On the other hand, the corporate button 44 may be added 10 a toolbar
22 of the broWser_inter_face 20, or may be added a§ a button 44 of an i'merface object toélbar 42,
tOOI 45] The present invention may also Be used as a teaching iool. Fbr example, the
imérface object toolbar 42 may include a plurality of buttons 44 which may be caused to change
célér, blink, hi‘gl.ilight,' etc., 10 direct a user’s attention to that button or to the funci;onality
provided by that button. -
[00146] The'preseﬁl invention may also enabl_e a provider or corporate sponsor to ﬂotify a
user of cenair; prépe}ties of the provider or corporate sponsor when that user visits a competing
~ website. For example, When?a user visits an automotive website, the conéspondiné providér‘
property (e.g.,> provider Autos) _wohld be highlighted to alert the user of the availability of that
feature at the provider Website. Software ma;v be provided on the user’s combﬁter to intercept
- the URL each time the user.causes the bro_wser to:navigate to a web site. That intercepted URL _
| .may be comparéd with a ﬁle _éontainjng a plu_rality of urls for.thé provider propeﬁies.
| [00147] | Importantly, determining the web site to which the user has.na-vigated af any .
- particular instant is determined by the user’s computer alone. Thus, no infbrmatidn regardiﬁg the
user’s activityr_on the Intemet is communicated to any server.
[00148]) - It wi‘ll be obvious to persons skilled in the art ana from the disclosuire provided
herein that the various embodifnents of the present invention may be carried oui using software
- provided on the user’s.-computer and on the various servers.
[00149] Itis to be understood that the present invention may be implemented utilizing aﬁy
nmﬁber of computer te;hnologies. For example, although .the present embodimentsv ére disclosed

as operable in connection with the Internet, the present invention may be utilized over any
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computer network, iné]uding, for example, a wide area network. Similarly, the» user computer 50
may be any device that may be cpupled to the network, including, for exz;mple, person.al.digilal
assistants, web-enabled cellular telephones, hard-wired telephones tl;at dial> into the network,
mobile computers, pe'rsdnal computers, Internet appliances and the like. Furthermore, the
servers described herein may be of aﬁy type, running any software, and the software modules,
objects and plug-ins described herein may be written in any .programming language. Lastly, the
détabase and storage de\;ices described herein may utilize any storage technology, including, for .
example, locél com;ﬁuler memory, network anachedbstorage, and any knoWn storage medidm,
such as magnetic or optical. |
[00150] " Thus, while there‘ have been sho:wn and described and pointed out fundamental
novel features of the invention as applied to breferred embodiments thereof, it Will be understood
that various omis;ions and substitutions and chaﬁgeé in the form and details of the disclosed
invention may be made by those skilled in thle art without departing fr&n the spirit of the
invention. It .is'lh'e intention, therefore, to be limited only as indicated by the scope of the claims

appended hereto.
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CLAIMS

What is claimed is: |

1. A method of faéilitating on-line shopping by a shopper at a supported merchant
wéb site, the shopperAhavi-ng a computer with-an Internet browser insfalled thereon, said method
comprising thé sleps' of:

(a) commumcatmg computer code to add a shopping assistant bunon toa

toolbar of the ]memet browser; |

®) . | creating a wallet for the shopper in a database on a -server, the wallet being
" secured By a first security key previously received from the shopper;

| (c) | ;eceiving a‘.second security key from the shopper;

(d comparing the first security key and the second .security key; and

(e)  if the first and ‘second seéurily keys ére‘ the saﬁe, communi'cating the
.wallet to the corhp'utér.

2. | A method as recitedl by claim 1, funher comprising the élep of providing a
supported merchant rules and mapping file for the supponed merchant, and wherein said step (a)
further comprises communicating compuler code for aulomatlcally filling out a check out web
page of the supported merchant web site using the wallet and the supported merchant rules and
mapping file.

3. A method as recited by claim 1, wherein the shopping assistant button comprises
a puil-down menu. |

| . 4. A method as reciteq by claim 1, wherein said step (b) comprises:

communicating a web page for display by the Internet browser;
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receiving shoppef data entered by thg shopper in the web page; énd '
storing at least a portion of the shopper data as a wallei for the sh(;pper in the
daiabase. | |

5. A method as recitéd by claim 1, wherein said step (a) further comprises
communicating computer code to fnoru'tor the Internet navigation of the Internet browser by
ihtercepting_ an Internet addresé for each Internet site to wﬁich the Internet browser is caused to
_navigate.

6. | A mélhod as reéited by claim S, further comprising tﬁe step. of providing.a
supported merchant rules and mappi»n>g file for the sﬁpponed merchant, and wherein said. step ()
funher comprises communicating c-omputér c()de for autqmatically filling out a check-out web
page of the supponed merchant wéb site using the wallet and supported _Amerchan_t rules and
mapping file. o

7. A method as recited by claim 1, further comprising the step of providing a
' supported merchant rules and mapping file for the shpponed merchant, and wherein said step (a)
further colmprises cor.n'rnu_‘nicating cbmpuler code for detem_lining if a merchaﬁt web sité isa
supported me?chan’t web site. o |

8. . A method as recited by claim 7, wherein 'Said step -(a) further comprises
detefmim'ng if a merchant web site is a Supporte’d merchant web site by coinparing the supponea
fneréham data file with an Internet address for Veach Internet site to 'which the Internet browser 1s
caused to navigate.

9. A method as recited by claim 7, wherein the computer code ﬁrovideé an indicator

for the shopping assistant button when the Internet browser s at a supported merchant web site.
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10. A method as recited by claim 1, wherein said step (a) further comprises
communicating computer code for-intercepting each web page receivéd by the brc-);avsef and
determining the type of web page by .HTML. code andlhnp requést headers provided in the
intercepted web page.”
. A method as recited by claim 1, wherein said step (e) comprises cdmmunicating a
secure cookie to the computer. -
12. | An Internet browser interface displayable by an Internet browser on a camputer
display comprrising; f' |
a toolbar; and -
‘a shopping assistant bunonlin said toolbar and defined by computer code operable
with a processor of the éomput¢r for: | V
imercépting an Internet adciress for.each']memep site to which thé Internet
-browser is caused to 'navig.ate_; |
determining if a web site to which the Internet browser is-caused to
navigate is a supported‘ merchant web site; and o
if the web site is a supported me}chant web site, auiomatically filling out a
check-out web page of the supporied merchant web site using é wallet and a suppbned merchant
rules and mapping file.
13. An In;émet browser interface as recited by claim 12, wherein said determining
step comprises determining if a web site to which the Internet browser is caused to navigéte is a
suppqﬁed merchant web site by comparing a supported merchant data file wnh an Iﬁtemet

address for each Internet site to which the Internet browser is caused to navigate,
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14.  An Internet browser interface as recited by claim 12, wherein said “shopping
assistant button comprises a. pull-down menu. | o
15. An Internet brdwser interface as recited by claim 12‘,'wher-ein the computer code
is further operable with the processor for adding a toolbar and the shopping asgistant button to
said >Imemet l_)ro‘wser interface. |
16. .An Internet browser interface as recited By claim 12, wherein sz;id shopping
assistant button. brovideé an indicator when. the Internet browser is caused to naviéate 0 a
supported me;chant web site.
17. An Intel;nel browser interface as recitéd by claim 12, wherein the compﬁter code
' ié further opeiable with the prdcessbr for intercepting each web page received by the browser
énd determining the ty'pe of web page by HTML code anﬁ http request headers provided in the
intercepted web page. | S | |
18. A system for.facilitating._on-line shopping by a shoppéf having a computer with
"an Internet browser, said system comprising:- | |
| a server conﬁp?ising: |
a data storage deviée haviﬁg a database thereon; and |
a processo; operable with software for:
icommunicAating shopping assistant comphtér code to add a
shopping assistant Buﬁon to a toolbar of the lntémet browser;
receiving wall.et data including a first security key from the
shopper and creating a wallet for the shopper in the database, the wallet being secﬁréd by the first

security key; -
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re>ceiving a second security key from the shopper;
| comparing the first security key and thé second security key; and -
if the first and second security keys are the same, commhnicéting
the wallet to the computef.
19, A'syster'n as recipéd by claim 18, wherein said server is a secure server.

20. A system as recited by claim 18, wherem said processor is further operable with
software for prov:dmg a supported merchant rules and mapping file when the shopper has caused
the Internet browse.r to navlgate to a supported merchant web snte, and wherein the sh'opping '

'. assislant.code for automatically fills out a check-out web page of the Supported merchant web
site using the vwalle't and supponed merchant rules and mapping file. .

21. - A method of facilitating on-line shopping by a shopper at a supported merchant
web site, the shopper having a compuier with an Internet broWsér installéd thereon, said method
comprising the ;stépl of gomnﬁunicating computer code to add a shopping assistant button td the |
Internet browser, wherein said comp;uter code intercgpt; an Internet address .for each Internet site
to which the Internet brdwsér is caused to navigate, de_termiries'if a web sife to which the Irﬁemet
browser is caused to navigate is a supported merchant web sité, and if the web site is. a supported
merch'am web site, automatically fills out a check-out web page of a supported merchant web site
using a wallet and a supported merchant rules and mapping file.

22. A method as recited by claim 21, wherein said communicating step further
comprises communicating computer code to add a shopping assistant button and a loo]ba:_ of the

Internet browser.
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23. A method as recited by claim 21, wherein said shopping.assistant‘bunbn further
provides an indicator when the_ Internet brov_vser is caused to navigate 16 a supported rﬁerchant
web site. |
24, A methdd as recited by claim 2T, wherein said computer code determines if a web
.sit.e to which lﬁe Infemel browser is caused to navigate is a supported 'mercham_web site by
comparing a supported merchaﬁl data file with an Internet éddress for each Internet site to which
: the Intenief browser is cags’ed to navigate.
25. A méthpd of dynamically controlling an Internet browser interfacé displayéble by -
a bréwser on a display of a compﬁter; a file beir;g located on a dafa storage device of the
~computer and‘. deﬁning a shopping assistant intérfacé object, said method éomprising the steps of:
(a) .causing the file to open when a user of the computer a_nd‘browser activates
the browser; | |
-(b) . causing the browser to establish a connection 10 a predetermined Internet
site; |
(c) fecgiving in the file, from the predétermined Internet site, information for
déﬁning all or part of the shoppipg assistant interface object;
(d) displaying the shopping assistant inlerféce object along' with the Internet
browser interface on _the c.omputef display while the browser is activated; and |
(e) 'preventing the file from closing while the brdwser is activated.
26. A method as recited b; claim 25, further comprising the steps of:
)] periodically -causing the browser to establish a connection to the

predetermined Internet site; and
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(8 receiving. in the file, from the predetermined Intemei site, additional
information for defining all or part of the shopping assistant interface objec;t. -

27. A method as recited by claim 25, wherein saidA step (e) further comprises
eXecuting a program loop to prevent the file from closing.

o 28. A method as'reciied by claim 27, further comprising the step of'terminating the
érogram loop When the browsér ;s no longer activated.

29.A A method as recited by claim 25, wherein said ‘step (b) comprises _autohalically
causing the l;rowseI: to establish a connection to a predetermined lnt'emetAs-ite.

3. A methoAd as recited by claim 25, Qherein said.file contains computer code for
intercepting an Internet address for each lntemgt site to which the Internet browser is caused to
navigate, determining if a web site to which the Internet browser is caﬂséd to navigate is a
supponedvmerchgnt web sité, and if the web site is a supponed merchani web site, automatically
filling out a che'ck-dut'web pége of a supported merchant web éite using a _walle£ and a suppéned |
merchant rules and mapping file.

31. A method as recited by claim 25, wherein said file contains cdmputer cdde for
adding a shopping assistant button and a toolbar of the Internet browser.

32, A method as recited by claim 25, wherein saiAd. file contains corﬁpu_ter code for
providing an indicator when ihe Internet browser is caused to navigate to a supported merchant
web site. |

33. A method as recited by claim 25, wherein said files contains computer code for

determining if a web site to which the Internet browser is caused to navigate is a supported
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merchgnt web site by comparing a supported _meréhant data file with an Internet address for each
Internet site té which the lmemgt browser is caused to navigalé. | | |

34. A method of éausing an Internet browser to access a prede;tennined Internet site,

said method conﬁprisihé the steps of:
: (a) | providing a file on a computer including a definition of a shopping '
assistant interface object and ir_fstructions for the Internet brbwser; and
(b) upon activation of the Internet browser by a user of the computef, and in
response to lﬁe instfu;tions in the _ﬁ]e, automatical.ly causing the lin'teme.:t browser io estéblish' a -
connection to the predetermined _Intefnet‘site. | |

35. A method as rec.iled- by claim 34, further comprising the step of recéiving in the
file, from the predeteﬁniped Internet site, information for defining all or _bax;l of the shopping
assistant interface object. ..

36. iA method as recited by claim 34, wherein said ﬁle contains computer code for
intercepting an Internet address for each Iniemet site to which the Intemnet browser is caused to
navigate, delermininé'if a web sité to -which the Intemnet browser is cﬁused to navigaté is a
supported merchant web site, and if the web site is a supported merchant web‘site, automatically
filling out a check-out web page of a supported merchant web éite using a wallet and a supported
merchant rules and mapping file. | |

. -37._ A method as recited by claim 34, wherein said ﬁlé .comains computer code for

adding a shopping assistant button and a toolbar of the Internet browser.
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38. A method as recited by claim 34, \yherein said file contains computer code for
providing an .indicator when the Internet browser is caused to navigate ‘to a supported merchant
web site.

39. A method as recited by claim 34, wherein said files contains computer code for
.deremﬁning if a web site to which 'the Internet browser is caused to navigate is a supported
rrlerchant web site by compariog a supponed merchant data file with-an Internet address for each
]memet site to which the Internet browser is caused to navigate.-

40. : An Imemet browser interface dlsplayable by an Internet brorvser on a computer‘
'- display and mcludmg an ActiveX control shopping'assistant interface object that is displayed
‘with the Internet browser interface while the browser is activated and which provides a link to a

predetermined Internet site regardless of the Internet site to which the comourer is connected via
the browser..

41.  An Ihtemet browser interface as reciled by elaim 40, wherein said Activvex'
control s'hopi)ing assistant imerface'object causes the Internet browser to eSta_blish a Aconnection
~ to the predetermined Iﬁt’emet site.

., 42.  An Internet browser interface displayable bv an Internet browser on a computer :
dlsplay and including a Plug-in shopping assistant mterface object that is dlsplayed wrth the
Internet browser interface while ‘the browser is activated and which provides a 'Iirrk to a

predetermined Internet site regardless of the Intemet site to which the computer is connected via

the browser.
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43.  An Intemet browser mterface as recned by claim 42 wherem sald Plug in
shopping assistant interface ObjCCt causes the Internet browser to estabhsh a connection to the
predetermined lnlemet site.

44. A method of controlling an Intemet browser interface displayable by an Internet

| browser on a d}sp]ay of a comphte;, thé Intémel browser enabling a user of the computer and
Internet bquser to access and navigate the Internet and to' receive and display on the computer
‘display one or more web pages frorﬁ one or more Internet sites, including the display 6f a web
page from a ﬁrede_te}rnined Internet site, the Internet browser having at léast one Internet browser -
toolbar having at least'one toolbar bhnon providing.a predetermined functiona_lity to the user of
| the computer and Internet browser, said method cor'nprising the steps of:
(a) provndmg, at the predetermined Internet site, access to a program for
conlrollmg the Intemet browser interface; and |
" (b) ~making available. for downloading by the predetermined Internet site, a
" file for displaying of a user toolbar and a shopping aésistam interface object as part of the
Internet bfowser imerface.. |
45. A method as recited by clalm 44, wherein the ﬁle comprises an ActiveX control.
46. A method as recned by clalm 44 wherein the ﬁle comprises a Plug-in.
47. A method as recite'd by claim 44, wherein the shopping assistant interface objeét
is a toolbar button. | | |
48. A.meihod as recited by claim 44, wherein said file contains computer code for
intercepting an Internet address for each lmemet site to ‘which the Internet brows;é; is cau-sed to

navigate, determining if a web site to which the Internet browser is caused to navigate is a
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supported merchant web site, and if the web site is a supported merchant web site, automatically
filling out a check-out web page of a supponed mércham web site uSingé wallet and a supported
hérchant rules and mapping file. |

49. A method as recited by claim 44, wherein said file contains computer code for
‘ édding a shoppiﬁg assistant b’utloﬁ and a toolbar of the Internet browser.

50. _A- method as re-ci-ted by claim 44, wherein séid file contains computer code for '
providing aﬁ indicator wﬁe’n the Internet browser is caused to navigate to a supported 'rﬁerchént o
web site. | |

51  | A method as recited by claim 44, wherein said ﬁ_les con'tainsv computer cc;de for
determining if a web site to which the Internet browser is caused to navigate is a supported
merchant web site by comparing a supported merchant data file with an ]mefﬁet add;ess for each
Internet site to which the Internet broWser is causéd to navigaté. ‘

2. A system for controlling an -Intemei ‘browservinierface displayab]e by an Internet
browser on a.rdispl’ay of a computer, said system compri§i11g: |

a server, said server including a program accéssible over the Intehet by a ﬁser of

the computer for controlling the Internet browser interface; and
. a file downloadable by said server to lﬂe corﬁpuier for controlling the Internet
browser interface, wherein said downloadable file causes a user toolbar and a shopping assistant -
imerfacé object to be added to the browser interface Vam‘i to be displayed on the display} of the
computer as part of the Internet browser interface while the Internet browser is activéted

regardless of the Internet site to which the computer is connected via the Internet browser..
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53. A systéem as recited by claim 52, wherein said shopping assistaht interface object
comprises an ActiveX control. ) -
54. A system as recited by claim 52, wherein said shopp'i-ng ass-istam interface. object
comprises a Plug-in. |
| 55. A system as recited By claim-52,.wherein said file contains computer code for
inlercepting.aﬁ Internet address for each Internet site to whi’ch the Internet browser ‘is caused to
navigate, détem‘nining if a web site to which the Internet browser is caused to naviééte is a.
supported mefcham web site, and if the web site is a supported merchant -web site, automatically
filling out a check-out \;/eb page of avéupponed merchant web site using a wallé; and a sui)poned
“merchant ru}e'é and mapping ﬁle.‘
| 56. . A system as recited by claim .52, wherein said file contains cdmputgr code for
adding a-s_hopping. assistam- button and a toolbar of tﬁe Internet browser. | |
57. A system as recited by claim 52, wherein said file contains computer code for
“providing an indicator when the Internet browser is caused to navigate to a supported merchant
web site: |
58.. | A system as recited by cléim 52, wherein said files contains computer code for
~ determining if a web site to whiéh the Internet browser is céused 10 navigate is a supported
rﬁerchant web site by comparing a ’suppdned merchant data file with an Intérﬁel address for each

Internet site to which the Internet browser is caused to navigate.
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